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Warning
The Justice and International Mission Cluster alerts the reader that they may find some of the material in 
this paper distressing or upsetting. 

This paper should not be read by anyone below the age of 18.

The Uniting Church has committed itself to hear from survivors of sexual abuse. Within this paper we have 
upheld that commitment by including the voices of survivors. Where the voices of survivors appear, the 
survivor has asked for their experience to be shared publicly. All the survivors were adults at the time they 
offered comment on their experience and the harm it has caused in their lives.

Discussion around child sexual abuse can be confronting and disturbing. Please seek support if you need.

Support
If you need support please use the following services.

1800 Respect Call 1800 737 732 or visit www.1800respect.org.au

Lifeline Call 13 11 14 or visit www.lifeline.org.au

Tasmania - Sexual Assault Support Service Inc. Call  03 6231 1811 / 03 6231 0044

Victoria - Centres Against Sexual Assault call Call 1800 806 292 or visit www.casa.org.au

 
The Bethel Pastoral Centre is available to people who want to talk with someone confidentially about abuse 
and misuse of power within the church.

Telephone 03 9859 8700; e-mail: bethel@victas.uca.org.au

Reporting Abuse
If you are aware of any child abuse you must report it. If you know of someone who has committed or is 
committing online child sexual abuse, this is criminal behaviour and must be reported. 

If you or are a child are in immediate danger, phone the police on 000. 

For reporting where there is no immediate danger, contact:

Your local police

Child Protection Victoria Visit https://services.dhhs.vic.gov.au/reporting-child-abuse 

Child Protection Tasmania Visit www.dhhs.tas.gov.au/contact/child_protection_notification_form

Known or suspected  
child abuse may also be a 
Reportable Conduct matter 

Please contact the Synod Ethical Standards Manager  
on 0437 072 231 for support
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Note on language in this paper
Throughout this paper we use the term ‘child sexual abuse material’, which is the term those working with 
survivors of online child sexual abuse recommend. It is inappropriate to use the term ‘child pornography’, 
as pornography in our society is legal. To use the term ‘child pornography’ is to downplay the abuse and 
harm children suffer through child sexual abuse. So of those opposed to regulation of the online world 
continue to insist on using the term ‘child pornography’. ‘Child pornography’ is only used in this paper 
where it is a direct quote or where it is used in UN documents written at a time when ‘child pornography’ 
was a term still in common use.

The paper also uses ‘survivor’ wherever it makes sense to do so, rather than ‘victim’. We recognise that 
some people don’t like to define their past or present experiences by labels. In some cases, the label the 
person prefers will change over time. We recognise there is a wide spectrum of language used by people 
from ‘victim’ to ‘thriver’ and even ‘warrior’. Whatever word people choose (or if they choose no word at all), 
we understand human beings cannot be reduced to any single experience. 
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This consultation paper has been produced by the Justice and International Mission (JIM) Cluster to 
assist Uniting Church members in considering the issues related to the harm that occurs online, especially 
concerning child sexual abuse. The consultation paper also asks the reader what measures are reasonably 
needed to curb such damages and prevent them.

The JIM Cluster intends to bring a proposal to the November 2020 Synod meeting, which would set the 
principles by which the Synod should support or oppose particular measures to regulate the online world. 
The Uniting Church’s existing position as it stands is that the protection of children and adults from sexual 
abuse takes priority over other concerns such as privacy. The draft proposal to the Synod meeting would 
not change the current priority of preventing sexual abuse online, as well as other harms. It would add 
consideration of online privacy and support safeguards over the powers law enforcement agencies are 
granted online.

In the online world, there are millions of people engaged in serious criminal activities that harm other 
people at every moment in time. The more we allow people to have anonymous identities online, where 
nobody knows who the real person behind the online identity is, the harder and harder it becomes for police 
to catch such people. Further, when we allow technology corporations to destroy or conceal evidence 
of serious crimes, we reduce the likelihood that people will get caught. The combination of completely 
anonymous identities, communication channels that police cannot access in any circumstances and 
technology corporations being able to conceal and destroy evidence of serious crimes creates an online 
environment where those wishing to harm others can have a sense of impunity. This encourages higher 
levels of serious criminal behaviour. The higher levels of serious criminal behaviour mean that police can 
deal with a shrinking portion of the online criminal behaviour, which in turn increases the level of people 
engaged in serious criminal conduct. It becomes a vicious circle.

The high level structure of the consultation paper is:

 Introduction

 Recommended position to be taken to the November 2020 Synod

 Questions for reflection

 Executive Summary

 Additional background information 
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“That these videos and photos were taken makes me feel worthless (in addition to the acts 
themselves). A thing you can do with what you want. Of course, these thoughts influence my 
daily life. Relationship with a partner. Self-confidence at university/at work. Family planning. 
Almost all areas in my life are influenced by it, but it improved after trauma therapy.”1

Survivor of child sexual abuse where images and videos of the abuse were shared online

“Child sexual abuse is a life changing adversity and an injury which research now reveals can 
manifest a harmful impact upon a child’s physical health, immunity, ability to learn, to grow, and 
mental well-being. Children with pre-existing health problems often have worsening of symptoms 
when they suffer this and other forms of abuse. Survivors tell us that the memorialisation of 
child sexual abuse through the production of abusive images and videos and even worse, its 
distribution, constitutes a most egregious insult to an already severe injury.”2

Dr Sharon Cooper, Development and Forensic Paediatrician and Adjunct Professor of Paediatrics, 
University of North Carolina at Chapel Hill School of Medicine 

“The Internet has been and will probably always be a wild, wild west in the minds of many people 
– a place where a badge is used for target practice. I believe it has something to do with the 
intrinsic design of the Internet.”3

Professor John Suler, Department of Psychology, Rider University

“Platforms and algorithms that promised to improve our lives can actually magnify our worst 
human tendencies, Rogue actors and even governments have taken advantage of user trust to 
deepen divisions, incite violence, and even undermine our shared sense of what is true and what 
is false. This crisis is real. It is not imagined or exaggerated or “crazy”.”4

Tim Cook, CEO, Apple 

1 Canadian Centre for Child Protection, ‘Survivors’ Survey. Full Report 2017’, 2017, 163.

2 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 3.

3 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 307.

4 John Evans, ‘Complete transcript, video of Apple CEO Tim Cook’s EU privacy speech’, Computerworld, 24 October 2018,  
 https://www.computerworld.com/article/3315623/complete-transcript-video-of-apple-ceo-tim-cooks-eu-privacy-speech.html
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1.  Introduction to the Consultation Paper
The following consultation paper requests you to reflect on what position the Synod should adopt on 
addressing harms in the online world. You are also invited to reflect on how protection of privacy fits 
together with the need to prevent harm in the online world. The paper contains a suggested proposal for 
the November 2020 Synod meeting. It provides some consultation questions that you might respond to, or 
simply provide any feedback that you wish.

As technology has developed, it has improved our ability to share information and be more connected. 
This has created many positive outcomes in our lives, but has its negative side. Technology has provided 
new tools to those that seek to do harm to others, including those who engage in child sexual abuse. New 
technologies have allowed those involved in child sexual abuse to network with each other like never before 
and to be able to conceal the abuse and harm they cause from the police. In 2019 the Australian Centre to 
Counter Child Exploitation received about 17,000 reports of online child sexual abuse activity and online 
child abuse material involving an Australian victim, offender or location. These reports include a growing 
number of cases where Australians connect with human traffickers in the Philippines via social media to 
arrange for the live streaming of a child being sexually abused. In these cases, a web camera located in the 
Philippines is used to stream live video of a child being subjected to sexual abuse with the Australian giving 
real-time instructions on what abuse should be carried out. Hundreds of Australians have been detected 
involved in this abuse, with any single Australian perpetrator paying for hundreds of sessions of abuse for 
several years. A single session of child sexual abuse can cost as little as $20. 

Unfortunately, in some cases, people engaged in child sexual abuse have been aided by the actions of 
technology businesses. Mostly, this behaviour by technology corporations is driven by a desire to maximise 
profits. Assisting the police comes at a cost to the profits of these businesses. Some would rather not 
have to assist and only do so if compelled to by law. Academics Roberto Musotto and David Wall have 
speculated that Facebook’s desire to introduce end-to-end encryption across all its messaging services is 
driven by the desire to save the cost of having to assist police in investigations of serious criminal activities.5 
End-to-end encryption will mean Facebook will not be able to assist police by design.

The multinational technology corporations also skimp on having enough staff to screen content being 
uploaded to their platforms and removing illegal material promptly. There has been very public criticism of 
social media corporations by the Prime Ministers of both Australia and New Zealand for these corporations 
not having done enough to remove the live streaming of the massacre of people in two mosques in 
Christchurch by the terrorist carrying out the attack.

The Uniting Church in Australia abhors the crime of child abuse. To know that innocent and trusting children 
have been preyed upon within the Church, which is devoted to the care, protection and wellbeing of the 
most vulnerable, is deeply distressing. We are committed to doing everything we can to achieve justice for 
those who have been abused and to create an environment where children are safe. 6 It needs to be noted 
that the Uniting Church has not always lived up to that commitment and that some children in the care of 
the Church have been subjected to a variety of forms of abuse. 

5 Roberto Musotto and David Wall, ‘Facebook’s push for end-to-end encryption is good news for user privacy, as well as terrorists and paedophiles’, The Conversation,  
 16 December 2019.

6 Uniting Church in Australia – National Child Safe Policy 2019. 



Well-Being in Cyberspace

8 Justice and International Mission Cluster, 
 Synod of Victoria and Tasmania, Uniting Church in Australia

The Uniting Church Values Statement issued by the Assembly Standing Committee (2013) affirms that:7 

We will not hide from the truth, however painful it may be, and we will seek, with compassion 
and humility, to address whatever issues and challenges may emerge for us. We will say “sorry” 
to anyone who was neglected and abused when in our care and, in consultation with those so 
affected, actively seek for ways to make amends for what happened in the past and identify how 
we can best offer support into the future.

By way of stark contrast, of the current practice of a number of online technology corporations, if a church 
were to operate like the online world, it would:

 Allow adults to interact with children without any safeguards;

 Allow adults to interact with children in the child’s bedroom without supervision;

 Allow adults to use false identities when interacting with children;

 Destroy records of interactions between adults and children upon request from the adult, unless 
restricted from doing so by a court order;

 Destroy identity documents of adults that have interacted with children upon the request of the 
adult, unless restricted from doing so by a court order;

 Destroy records that would assist police in investigations of child sexual abuse as soon as possible, 
except where the law prohibited such destruction; and

 Insist on a court order before providing any assistance to police investigating child sexual abuse and 
other serious harms committed within our operations. 

The reasons for the Synod to take an interest in this issue are:

 The Uniting Church nationally has committed to hearing the voices of survivors of sexual abuse.

 Both meetings of the National Assembly and the Synod have committed the Uniting Church to 
supporting measures to prevent sexual abuse in the wider community.

 The JIM Cluster has built up an expertise on the issue of online child sexual abuse through its 
membership of the Asia-Pacific Financial Coalition Against Child Sexual Exploitation, which no other 
civil society organisation in Australia seems to possess.

Regulation of the online world has not kept pace with the developments of technology and how it is used. 
The failure of regulation to keep up with technology developments is a common problem. As an example, 
consider regulation of vehicles in Australia. In 1925 there were 700 road fatalities in Australia.8 The fatality 
rate increased as vehicle ownership increased and with a lack of safety regulation. Road fatalities peaked 
at 3,798 in 1970.9 The road toll in Australia has declined from that peak as a variety of regulation was 
implemented to address the problem. In the 12 months to March 2020, the road fatality rate was 1,154.10 

The JIM Cluster is intending to bring a proposal to the November 2020 Synod meeting to set the principles 
by which the Synod should support or oppose particular measures to regulate the online world. The Uniting 
Church’s existing position as it stands is that the protection of children and adults from sexual abuse takes 
priority over other concerns such as privacy. The draft proposal to the Synod meeting would not change 
the current priority of preventing sexual abuse online, as well as other harms. It would add consideration of 
online privacy and support safeguards over the powers law enforcement agencies are granted online.

The JIM Cluster is keen to hear from Uniting Church members their views on what position and actions the 
Synod should take on regulating the online world. We are also eager to have conversations with members 

7 Uniting Church Values Statement in relation to the Royal Commission on Institutional Responses to Child Sexual abuse. Approved by the Assembly Standing  
 Committee meeting of March 2013. (ASC Minute 13.07.03). 

8  Australian Transport Safety Bureau, ‘Road crash casualties and rates, Australia, 1925 to latest year’, Canberra, 2005, 1,  
 https://www.infrastructure.gov.au/roads/safety/publications/2005/pdf/1925-present.pdf 

9 Ibid., 2.

10 Australian Government Department of Infrastructure, Transport, Regional Development and Communications, ‘Road deaths: 12 month total Australia, March 2020’,  
 https://www.bitre.gov.au/statistics/safety
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on the issue to help shape the position the Synod adopts.

Written feedback can be provided to:

Justice and International Mission Cluster 
Centre for Theology and Ministry 
29 College Crescent 
Parkville, Victoria, 3052

Feedback or requests for a conversation can also be provided by e-mail to mark.zirnsak@victas.uca.org.au. 

For a direct phone conversation or to set up a conversation call (03) 9340 8807.

Comments and feedback are needed by Friday 31 July 2020. The deadline is to ensure input can be 
considered in the formulation of the final recommendation to be taken to the November 2020 Synod meeting.

The expectation of the JIM Cluster is that most congregation members who engage with this paper will 
read this executive summary section and reflect on what actions and position the Synod should take on 
regulating the online world. The main body of this paper is for those that wish to delve deeper into the issue 
and to understand where the information in the executive summary has come from.
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2.  Recommended Position for the Synod in the  
  Regulation of the Online World
The following suggested proposal for the 2020 Synod meeting would maintain the current position of the Synod 
to prioritise the need for measures to curb and prevent online human rights abuses, including child sexual 
abuse. However, the Synod would acknowledge the need to ensure there is proper oversight of law enforce-
ment agencies using these measures. It would also recognise the need to provide appropriate protection for the 
privacy of people online who are not engaged in human rights abuses and severe criminal activities. 

The draft proposal for the 2020 Synod meeting is:

The Synod resolve:

Through the scriptural witness, we understand that God expects us to relate to each other with love, 
treating each other with dignity and respect. Exploitation and abuse of vulnerable people is roundly 
condemned, and God’s people are expected to pursue justice on behalf of those who are exploited and 
abused. In our age, there is a need to prevent and address human rights abuses online, including acting 
against the promotion and facilitation of child sexual abuse.

(a) To acknowledge it is the role of Parliament, through the laws it passes, and the courts to decide how 
law enforcement agencies can access information and people’s communication online. This is not a 
role for technology corporations;

(b) To commend the Commonwealth Government for its efforts to make the online world a safer place 
for everyone;

(c) To call on the Commonwealth Government to ensure that the laws governing social media and the 
online world give law enforcement agencies the tools they need to prevent and address serious 
harms online. Such laws need to:

 (i) Be effective and timely, so severe abuses can be detected, stopping evidence of such  
  abuses being destroyed and allowing law enforcement agencies to maximise the impact of  
  the resources they have;

 (ii) Provide appropriate protections for the privacy of people not engaged in inflicting severe  
  harm on others or criminal activity without undermining the ability of law enforcement  
  agencies to address serious online harms;

 (iii) Provide thorough oversight and transparency on how law enforcement agencies use the  
  powers they are provided with; and

 (iv) Legislate adequate sanctions available to address the misuse of powers granted to law  
  enforcement agents.

(d) To call on the Commonwealth Government to ensure Australian law enforcement agencies  
assist law enforcement agencies from overseas in a timely way when they need assistance  
investigating and gathering evidence of human rights abuses that have partly or wholly  
taken place in Australia or involving Australian residents; and

(e) To inform the Prime Minister, Minister for Home Affairs, Minister for Communication, Cyber  
Safety and the Arts, the Leader of the Opposition, Shadow Minister for Home Affairs,  
Shadow Minister for Communications and the Leader of the Greens of this resolution.
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3.		 Questions	for	Reflection
The following are questions you might wish to discuss with other members of your congregation or address 
in your feedback to us. However, do not feel constrained by these questions. We welcome any feedback.

1. How do you view the interaction between preventing serious harms online, including child sexual 
abuse, and privacy online?

2. How should the Synod live up to the Uniting Church commitment to listen to the voices of survivors 
of sexual abuse when it comes to the online world?

3. Do you agree with the draft proposal for the November 2020 Synod meeting? If so, why? If not, 
what do you disagree with? What changes would you hope for?

4. Should the proposal contain anything additional about preventing online harms, including online 
child sexual abuse? If so, what should be added?

5. Should the proposal say anything additional about online privacy? If so, what?

6. Should the proposal say anything additional about safeguards needed to prevent law enforcement 
agencies misusing the powers they have been granted? If so, what?
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4.  Executive Summary
The following executive summary is much longer than a normal executive summary would be, on the 
assumption that most readers will not read the main body of the paper. The main body will be more of a 
reference resource for those that want to delve deeper into the issues.

The executive summary and the main body of the report have the same structure.

The opening sections consider the various harms that can happen in the online world. There is a detailed 
section on child sexual abuse online. There are shorter sections on other online harms, being:

 online criminal businesses; 

 non-consensual distribution of nude or sexual images;

 sexual extortion, that is the coercion to obtain sexual images or sexual acts;

 trolling and cyberbullying;

 ransomware; and 

 the impact on children of viewing sexual and violent content.

The next section deals with why privacy safeguards are necessary in the online world.

That section is followed by consideration of the problem of ‘general deterrence’ online. The concept of 
general deterrence is a criminological concept, which refers to how to create an environment where people 
are deterred from breaking the law. General deterrence is important as it helps shape what kind of laws and 
regulations are needed to prevent people being harmed by others in the online world.

Having provided some context, the paper next introduces theological reflections on the well-being of 
children and on privacy. These are far from the only theological considerations that could be applied to the 
online world. As a church, our theological reflections should play a very important role in how we respond 
to social justice issues in the world around us. The Synod Ethics Committee will be providing a separate 
theological reflection to accompany the consultation paper.

The next section considers the existing relevant resolutions of the Uniting Church National Assembly 
meetings and the Synod of Victoria and Tasmania meetings. The section also includes consideration of the 
positions of the World Council of Churches, as the Uniting Church in Australia is a member of the World 
Council of Churches. These existing positions should be an important consideration for Uniting Church 
members on any future position the Synod adopts. They are expressions of the considered wisdom of 
members of the previous meetings of the National Assembly and Synod. We should also have regard to the 
positions that have been adopted through ecumenical reflection. None of these positions should dictate the 
future position of the Synod. At the same time, they should form an important part of current consideration 
of the issue and should not be dismissed lightly.

The consultation paper then considers how human interaction with the online world distorts normal human 
behaviour. Behavioural studies show people in the online world will do things they would not do in the 
physical world, due to the design and nature of the online world.

The next section of the consultation paper considers the role that technology corporations play in 
facilitating harm in the online world. It is important to consider the role these corporations play as part of to 
what extent laws and regulations are needed to prevent harm in the online world.

Following that section, the paper considers to what extent does online secrecy provide a benefit to human 
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rights defenders. The potential benefits of online secrecy need to be considered in a reflection about laws 
and regulations to govern the online world.

After that section, the consultation paper considers international human rights standards and how different 
UN bodies see these being applied in the online world. The section is relevant because the Uniting Church 
nationally committed the church to support international human rights treaties.

There is then an additional section on further considerations for what would be required for effective law 
enforcement to prevent serious harms in the online world, including online child sexual abuse.

The final section considers the level of evidence that Australian law enforcement agencies have misused 
their existing powers in the online world. The section is relevant, as the Synod can take comfort in 
supporting greater powers for law enforcement agencies if they can be trusted to use them responsibly. 
There needs to be greater caution in supporting extra powers for law enforcement agencies if there is 
evidence of wide-scale and serious misuse of existing powers.   

Online child sexual abuse
The emergence of the online world has greatly facilitated the rape, torture and sexual abuse of children 
across the globe. Child sex abuse offenders can now find their victims online by using advanced 
technologies and taking advantage of online platforms and services to go undetected. They are also able 
to set up their own forums and sites to share information and tips with a spirit of camaraderie.11 They share 
information about which global locations are most convenient for opportunities to sexually abuse children.12 
The ability to find like-minded people online, which helps to socialise and normalise child abuse, can make 
it harder for those with a disposition for paedophilia to control their behaviour.13 It has also resulted in 
increased production of new child sexual abuse material to share online, as child sexual abuse offenders in 
networks try to please each other with the sharing of such material.14

Research and the experience of law enforcement agencies demonstrates that criminals engaged in the 
rape, torture and sexual abuse of children of all ages and who trade in images, videos or stream such 
horrific activity are adaptive. They respond to both the opportunities new technologies provide as well as 
adapt to law enforcement strategies. It tends to be the least intelligent and least adaptive perpetrators that 
will be easiest for law enforcement to apprehend. 

Law enforcement agencies report that people involved in online child sexual abuse are increasingly using 
anonymising technologies, such as TOR15 and Virtual Private Networks (VPNs).16 Those engaged in child 
sexual abuse online teach each other on how to become anonymous online.17 They are more commonly 
educating each other on how to use private chats, Internet voice and video chat software, forums and 
anonymization software.18 The feeling of impunity has enabled those engaged in child sexual abuse online 
to diversify their activities.19

The children’s rights network Terre des Hommes has estimated that there will be roughly 750,000 men 
worldwide looking for online sex with children at any time of the day.20 

Online child sexual abuse is a serious global problem in which thousands of Australians access, share, 
distribute and trade in child sexual abuse material. 

11 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 7; and Mary Aiken, ‘The Cyber Effect’, John Murray 
Publishers, London, 2017, 142-143.

12 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 8.

13 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 143.

14 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 10.

15 TOR stands for The Onion Routing which is a not-for-profit service to allow people to remain completely anonymous online,  
 see https://www.torproject.org/about/history/ for details.

16 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 5, 15.

17 Ibid., 15.

18 Ibid., 16.

19 Ibid., 5.

20 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 142; and Canadian Centre for Child Protection, ‘Australia’s hotline joins global project  
 combating online child abuse’, Media release, 5 June 2019.
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In 2016 and 2017, 2% of the images detected by the Internet Watch Foundation involved the sexual abuse of 
children aged two or under.21 In 2018 the Internet Watch Foundation reported that it viewed 1,300 images of the 
sexual abuse of infants and babies.22 At the same time, the proportion of images of child sexual abuse showing 
sexual activity between adults and children, including rape and sexual torture decreased, as shown in Table 1.

Table 1.  
The proportion of images viewed by the Internet Watch Foundation showing penetrative sexual 
activity involving children including rape and sexual torture 2011 – 2019.23 

Year 2011 2012 2013 2014 2015 2016 2017 2018 2019

The proportion of images 
showing penetrative 
sexual activity with 
children

64% 53% 51% 43% 34% 28% 33% 23% 20%

 
The US National Center for Missing and Exploited Children has reported an increasing number of reports of 
online child sexual abuse material in the last few years, as shown in Table 2. However, it is not clear how much 
of the increase in reports is due to a rise in the amount of online child sexual abuse material. Some of the 
growth may be due to better detection and reporting of such content. Also, there was a decrease in 2019.

Table 2.  
The number of reports of online child sexual abuse material reported to the US National Centre  
for Missing and Exploited Children 2014-2019.24 

Year 2014 2015 2016 2017 2018 2019

Number of reports of online child sexual abuse 
material (millions)

1.1 4.4 8.3 10.2 18.4 16.9

 
Globally, law enforcement agencies have only been able to identify 18,900 of the children depicted in child 
sexual abuse material online.25 

The Internet Watch Foundation also reported that in 2016 and 2017 criminals increasingly used masking 
techniques to hide child sexual abuse images and videos on the Internet. The criminals leave clues to other 
perpetrators to allow them to find the child sexual abuse material.26 

In line with the Uniting Church in Australia commitment to hearing the voices of those who have survived 
child sexual abuse, the following are direct quotes from survivors who had images, videos or live streaming 
of their abuse placed online. The survivors responded to a global survey conducted by the Canadian Centre 
for Child Protection in 2016. The survivors consented to their voices being heard publicly, so others would 
have a better understanding of what they have been through and the impact it has had on their lives. These 
voices should help shape our response to the regulation of the online world.

21 Internet Watch Foundation, ‘IWF Annual Report 2016’, p. 9 and Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, p. 6.

22 Internet Watch Foundation, ‘Record number of images showing children being sexually abused removed by UK internet charity’, 23 January 2019.

23 Internet Watch Foundation, ‘Internet Watch Foundation Annual and Charity Report 2012’, p. 11; Internet Watch Foundation, ‘Internet Watch Foundation Annual &  
 Charity Report 2013’, p. 6; Internet Watch Foundation, ‘IWF Annual Report 2016’, p. 9; Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’,  
 p. 16; and Internet Watch Foundation, ‘The Why. The How. The Who and the Results. The Internet Watch Foundation Annual Report 2019’, 2020, 48.

24 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 9; and US National Center for Missing and  
 Exploited Children, ‘2019 Reports by Electronic Service Providers (ESP)’, 2020.

25 US National Center for Missing and Exploited Children, https://www.missingkids.org/footer/media/keyfacts

26 Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, p. 24.
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Quotes from survivors of online child sexual abuse.

“After the abuse had continued for some time, I tried to wrestle myself away from him. But he 
was strong as a bear (in my perception at least). So I tried to physically resist, he put me in a 
sort of hold and then went ahead with abusing me. He didn’t photograph that, though, because 
he had his hands full with me. But here again, the message was clear: I’d never be able to win 
against him.”27 

“I was threatened that the prosecution authorities would receive the videos in the event of a 
complaint so that they could see that I had wanted everything and I was the real perpetrator.  
On another occasion, I was told the material would be distributed and then the whole world 
would know how disgusting and dirty I am, no matter where I go.”28 

“The experiences are over. I can get a certain measure of control over those experiences.  
With regards to the imagery, I’m powerless. I can’t get any control. The images are out there.”29 

“The abuse suffered influences inside, although symptoms also are evident on the outside.  
The existence and distribution of the material makes me feel ashamed, and I live under constant 
fear that other people could recognise me and know about it. It triggers the feeling that one can 
never escape from these experiences.”30 

The hosting of child sexual abuse material online is the result of those in charge of the various online platforms 
not being vigilant or being complicit. Corporations that host material online can be classed into four groups:

 proactive, they assist in preventing the hosting of child sexual abuse content;

 reactive, these corporations assist in the removal of child sexual abuse content when it is brought  
to their attention;

 resistive, these corporations only assist in the removal of child sexual abuse material when 
compelled to do so by the law and the courts; and

 complicit, these corporations knowingly host child sexual abuse content and actively resist its removal.

The ease with which it is possible to set up multiple anonymous and false identities have greatly assisted 
those who seek to abuse children online. Those who seek to abuse children online can pose as a child 
themselves and groom children to believe they are developing a friendship or romantic relationship. 
Having established the relationship, the child is then manipulated into sharing sexually explicit images of 
themselves with the abuser.31 The material shared is then used to blackmail more sexually explicit material, 
under threat of the material being shared with the child’s friends or family.32 

The problem of other harmful online activities
Additional problems online where harm of people occurs include:

 The online ordering and sale of criminal activities, including murder for hire, illicit drugs and stolen 
credit card details;

 The non-consensual creation of nude or sexual images, including images that are digitally altered or 
manipulated to add a person’s face to a pre-existing nude or sexual image;

27 Canadian Centre for Child Protection, ‘Survivors’ Survey. Full Report 2017’, 2017, 58.

28 Ibid., 65.

29 Ibid., 149.

30 Canadian Centre for Child Protection, ‘Survivors’ Survey. Full Report 2017’, 2017, 152.

31 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 14.

32  Ibid., 14.
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 The non-consensual distribution of nude or sexual images;

 Threats to distribute nude or sexual images to extract more sexual images or sexual acts (which is 
termed ‘sextortion’ when adults are the victims and ‘sexual extortion of children when children are 
the victims of the extortion) 33;

 Threats of rape, murder and other physical harm;

 Serious bullying online;

 Ransomware; and

 Children viewing violent and sexual content online.

The online world allows for the sale of almost everything. Criminal activities can be ordered and purchased 
online from services offering to carry out extortion, scams and assassinations. There are also online sites 
selling stolen credit card details, illicit drugs and illegal weapons. The websites selling these criminal 
activities often have shopping carts, concierge hospitality, and excellent customer service. 34 The sites 
offer discount days, coupon codes, two-for-one specials, money-back guarantees, and loyalty points. 
Promotional campaigns are frequent, and some drug-trading sites provide escrow services; they will hold 
your money until your package arrives safely.35 

Sextortion is defined as blackmailing a person with the help of self-generated images of that person, or 
images taken by an intimate partner. Sextortion is used to extort sexual favours, money or other benefits 
from the person in the images. The blackmail relies on the threat to share the material more widely, publicly 
or to the person’s friends and family.36 

‘Trolling’ is a range of behaviours online from starting an argument with an insincere, stupid or ridiculous 
statement to see who will be drawn into an argument to outsight hate speech and making serious threats.37 

The eSafety Commissioner has reported that in the year to June 2017, one in five Australian young people 
reported being socially excluded, threatened or abused online. Further, one in five Australian young people 
(15% of pre-teen children, 24% of teens) admitted behaving in a negative way to a peer online. They called 
the peer names, deliberately excluded them, or spread lies and rumours about the person. Of those that did 
this, more than 90% had had a negative online experience themselves.38 

A survey conducted by The Australia Institute in 2018 found 44% of Australian women and 39% of 
Australian men had experienced one or more forms of online harassment.39 

Why privacy safeguards are necessary online
Online privacy is necessary to protect people from several harms. There are threats from a person having 
their identity stolen and then the person who has stolen the identity accessing bank accounts of the person 
whose identity has been stolen. Or the person who has stolen the identity may use it to carry out harms 
against others, as a way of concealing their identity.

Without proper privacy safeguards, it is easier for someone intent on harming another person, such as 
through trolling, being able to track them down.

Survivors of child sexual abuse also have a right to privacy. Images of their abuse should not be accessible 
in the online world.

There is also a need to protect people’s privacy from multinational technology corporations. Some of these 
corporations have been willing to mine people’s data for their own profit-making purposes. In other cases, 

33 Susanna Greijer and Jaap Doek, ‘Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse’, ECPAT International, 2016, 53.

34 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 262.

35 Ibid., 268.

36 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 13; and Susanna Greijer and Jaap Doek,  
 ‘Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse’, ECPAT International, 2016, 52.

37 Ginger Gorman, ‘Troll Hunting’, Hardie Grant Books, Melbourne, 2019, 16.

38 eSafety Commissioner, ‘Cyberbullying’, http://www.esafety.gov.au/key-issues/cyberbullying

39 Ginger Gorman, ‘Troll Hunting’, Hardie Grant Books, Melbourne, 2019, 65.
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they have been ready to sell access to people’s data to third parties.

There is a real need to ensure our devices cannot be hacked by others who wish us harm. Being able to 
access our devices allows for harms like identity theft and sexual extortion. 

Example of Online Sexual Extortion 

Five months before Cassidy Wolf, of Temecula, California, was crowned Miss Teen USA in 
2013, the 19-year-old received an anonymous e-mail from a man who claimed to have hacked 
her computer and gain access to her webcam in her bedroom. The man engaged in sexual 
extortion, demanding that she either send him nude photos of herself, send a nude video or 
log on to Skype and do whatever he demanded for five minutes. If she did not comply, he 
threatened to release the images he had obtained from her webcam onto the Internet. Cassidy 
contacted police, and three months later the police arrested 19-year-old Jared James Abraham. 
He had gone to high school with Cassidy. Jared had purchased Remote Access Trojan (RAT) 
software, which can be bought online for as little as $50. The FBI found he had gained control of 
12 different women’s webcams and had hacked into an estimated 100 to 150 other computers. 
He was eventually sentenced to 18 months in prison.40 

General deterrence online
In the study of crimes, ‘general deterrence’ refers to measures that deter people from committing a crime. 
Such things will include measures that reduce any reward or benefit that can be obtained by committing 
a crime, the level of penalty that may result if the person gets caught and the likelihood of being caught. It 
needs to be recognised that the majority of people will not be inclined to commit crimes that are contrary 
to the cultural norms of their society, regardless of the risk of getting caught or the severity of the penalty. 
However, if an environment makes it easy to commit a crime and get away with it, then more people will be 
tempted to commit the crime.

Research in this field has shown that once a penalty reaches a certain adequate level, then the risk of 
getting caught has far more impact on whether a person will be deterred from committing a crime.

For general deterrence to work online, people tempted to engage in severe criminal behaviour must be 
given a sense that if they do so, they will be caught.

Theological	Reflections	on	Regulating	the	Online	World
Below are theological reflections on the well-being of children and on privacy. These represent some 
examples of theological reflections on these issues relevant to our consideration of how the online world 
should be regulated. Theologians have taken different perspectives on technology itself. Norris Clarke 
argued that technology was a God-given way for human dignity to be raised from its preoccupation with 
basic survival. He argued it was a medium of self-expression and self-realisation.41 

Philip Hefner has argued that technology is a medium of divine action wherein we constitute our self-
transcendence through our freedom or imagination.42 

Elaine Graham has critiqued the illegitimate and idolatrous hopes that are placed in technology to redeem 
us from our ills.43 

40 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 44.

41 Eric Stoddart, Theological Perspectives on a Surveillance Society, Ashgate, Surrey, UK, 2011, 71.

42 Ibid., 71.

43 Ibid., 71.
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Albert Borgmann has called for a counterbalance of focal practices that attempt to re-establish the value 
of human engagement with the natural and spiritual worlds. His view raises the idea of having to break into 
technology from the outside in order to recover a better perspective.44 

Theological	Reflection	on	the	Well-Being	of	Children
The World Council of Churches in their ‘Child Safeguarding Policy’ offers the following theological reflection 
on where children fit in the scriptures:45 

According to the scriptures, all children are given by God and created in the image of God. God 
cares for them all (Isaiah 49:16). The harm done to children, being precious members of the 
body of Christ (1 Corinthians 12) harms the whole community and breaks communion within the 
whole body of Christ. Those especially responsible to exemplify love and making misuse of their 
position face grave consequences (Matthew 18:6).

The church, therefore, welcomes children through the baptism of Blessing (Mark 10:13-16). 
Moreover, Christ upholds children as examples of salvation (Matthew 18:4-5). Children are given 
an active and distinctive role among the believers and among those who hear and proclaim the 
word of God (e.g. Samuel 3). Scripture reminds us to listen to children, nurture their spiritual 
journey and be perceptive of signs of danger (2 Samuel 13).

It is the duty and commitment of the church to safeguard and respect all children, not only those 
inside our church community, without any discrimination or distinction. Our personal authority 
and responsibility in relation to children are expressed in diakonia, which means self-sacrificial 
care of their spiritual and physical well-being, following the example of Christ (Philippians 2:5-8; 
Matthew 25).

Theological	reflection	on	privacy
The Biblical text does not dwell specifically on privacy. There is not a consistent theme with regards to the 
way we would see privacy. The references to privacy or secrecy paint a complicated picture.

As far as we know, privacy was not a significant issue in the cultures in which the Bible was written. People 
lived close to others. It seems likely that for many families, they shared common space for sleeping, bathing 
and other sorts of intimate behaviour. Moreover, most people lived in relatively small communities where 
little could be kept secret. It was only the wealthy that might enjoy what we would regard as privacy.46 

There is an assumption in parts of the Biblical text that people seek secrecy in order to engage in wrong-
doing.47 For example, Ephesians 5:11-13:

Take no part in the unfruitful works of darkness, but instead expose them. For it is shameful even 
to mention what such people do secretly, but everything exposed by the light becomes visible.

Yet at the same time, Jesus asks that when it comes to giving alms and prayer, it should not be done for 
personal glorification and instead might be best done in secret (Matt 6:2-6).48 

Eric Stoddart has argued that Jesus was under political and religious surveillance by the Romans and 
Pharisees. He has argued that Jesus is therefore in solidarity with all those who experience unjust 
surveillance.49

The Church of Scotland, Church and Society Council, offered the following theological reflection from 

44 Ibid., 71.

45 World Council of Churches, ‘Child Safeguarding Policy’, 2018, 4.

46 Mark Roberts, ‘Privacy and God’, 2010, https://www.patheos.com/blogs/markdroberts/series/privacy-and-god/

47 Ibid.

48 Ibid.

49 Eric Stoddart, ‘Wolves in the airport: Jesus’ critique of purity as a challenge to twenty-first-century surveillence’, Practical Theology 11:1 (2018), 57.
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Stoddart’s argument:50 

As one who himself knew surveillance, Christ watches the world. He places Himself in solidarity 
with all under surveillance, particularly for those whom the consequences of surveillance may 
be discriminatory. Surveillance from the Cross focuses our attention on the qualities of the One 
watching; One who is with us rather than dominating us.

This understanding of God’s watching over us (surveillance) distances the more imperialistic 
connotations of traditional images. Surveillance from the Cross affirms the possibility that 
21st century surveillance systems can be acts of care. It rehabilitates our language about 
surveillance so that it cannot simply be dismissed as bad. At the same time, Jesus’ solidarity with 
marginalised people turns attention to the ways in which contemporary systems of monitoring 
reinforce (or even create) new forms of injustice and discrimination. 

They concluded:51 

Surveillance from the Cross offers a counter-vision that makes compassion the dominant response. 
We are known not as objects of information but as people enjoying a relationship of divine love. 
Privacy is to be protected because it is a sacred space for becoming all we can be in God.

There are also parts of the New Testament that see the Christian life as something that is to be shared 
within a community. Christians are to “rejoice with those that rejoice” and “weep with those that weep” 
(Romans 12:15).52 

It can be argued from the Biblical text that the eye of God is one of protecting and enabling. It is a gaze that 
is all-encompassing and thus reassuring to the Psalmist (Psalm 139:7-12):

Where shall I go from your Spirit? Or where shall I flee from your presence? If I go up to heaven, 
you are there; if I go down to the grave, you are there. If I ride the wings of the morning, if I 
dwell by the farthest oceans, even there your hand will guide me, and your strength will support 
me. I could ask the darkness to hide me and the light around me to become night - but even in 
darkness, I cannot hide from you. To you, the night shines as bright as day. Darkness and light 
are the same to you.

In this approach omniscience is linked with justice, for knowledge is the basis of compassionate care.53 It is 
not a theology that sees God’s penetrating gaze as merely searching out our sins and seeking our penance.54 

David Lyon offered the following reflection on Psalm 139:55 

First, the knowledge seen in the psalm is relational. It speaks of connectedness, not 
disconnection and of mutual concern. It rejects that which is geared merely to remoteness, 
automation, to the sucking in of personal data to be analysed, combined, mined, traded and so 
on. It rejects the disembodiment of information, insisting that information is always embodied, 
even when this is denied.

Second, the psalm’s knowledge is realist and, again, desires to acknowledge and engage with 
reality. It is dissatisfied with the ‘profile’ or the ‘data double’ and believes that the flesh-and-
blood person originated the data that then refers back to them. This view insists that care, not 
just control, be included in the surveillance picture.

Third, the psalm’s knowledge is based on retrieval. Why ‘retrieval’? Much contemporary 
surveillance is based on a hermeneutic of suspicion that does not trust the person surveilled to 
be truthful. The psalm’s knowledge is willing to retrieve and build on trust, while at the same time 

50 Church and Society Council, The Church of Scotland, ‘Surveillance and Social Justice’, May 2017, 7.

51 Ibid. 10.

52 Mark Roberts, ‘Privacy and God’, 2010, https://www.patheos.com/blogs/markdroberts/series/privacy-and-god/

53 Eric Stoddart, Theological Perspectives on a Surveillance Society, Ashgate, Surrey, UK, 2011, 31.

54 Ibid., 42.

55 David Lyon, ‘God’s eye: Surveillance and watchfulness in the twenty-first century’, UK Bible Society, 2010, 19.
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recognising finitude and proneness to error. Rather than merely making an ‘object’ of what is 
seen, it is also self-aware. While this is true of the divine ‘seeing’ it is also so, in slightly different 
ways, of human surveillance. Given the human proneness to deceive and distort, some suspicion 
is warranted in surveillance systems. But if it is to be anything like ‘God’s eye’ in Psalm 139, it 
has to be tempered by trust. 

James Harding56 has responded to Psalm 139 by having argued that it should temper our trust in 
surveillance. He points out that the Psalmist calls on God to slay the wicked (Ps 139:19). He argued:57 

For all its ostensible benevolence, the omniscient of god is celebrated by a psalmist who 
recognises it as a powerful rhetorical tool for purging the ranks of dissent. He sings of a divine 
power of surveillance while simultaneously calling for the death of those who do not embrace the 
articles of faith that reaffirm that power. And in doing so, the psalmist gives voice to the biblical 
equivalent of that most deceitful justification of surveillance: “only those who have something to 
hide, having nothing to fear.” But what we actually have to fear are the zealots, the ideologues, 
and the opportunists who not only have powerful tools of surveillance at their disposal but also 
sacrosanct ideologies that excuse the misuse of those tools with the promise of something more 
caring in the future. And in this respect, we should be gravely concerned about those who, using 
metaphors and narratives drawn from the bible to discourage critical suspicion of surveillance and 
to advocate “trust”, inadvertently become apologists for those who are all too willing to utilise the 
tools of surveillance for personal and political advantage. Let the psalmist sing of god’s benevolent 
omniscience, but remember that his chorus calls for your murder if you don’t share his faith in the 
divine. And remember too that what in this regard is true of those who laud the care of “divine 
‘seeing’ […] is also so, in slightly different ways,” of those who laud the care of “human surveillance”. 
The issue here is not a spectrum of “care to control”, but of care becoming control’s ruse.

It can be argued that knowledge about persons must also be knowledge amongst persons; it is relational 
in the sense that it engenders solidarity. It can be further argued that the relational is deficient in the ‘virtual 
gaze’ of surveillance.58  

For some theologians, it is the crucified God who frames surveillance as care for us. In this theological 
perspective, monitoring is acceptable if it is motivated by the care of others, in the way God cares for us. 
However, surveillance is not acceptable for the purposes of domination and control.59 

The Uniting Church’s response so far to child sexual abuse and the online world
The Uniting Church in Australia nationally has had a strong focus on responding to cases of child sexual 
abuse within the Uniting Church’s own operations, but less on child sexual abuse in the broader community.

A 1991 National Assembly resolution committed the Uniting Church “to hearing the voices of those who are 
victims of sexual violence”. It also committed the Uniting Church to support people who work for the end to 
sexual violence and who support victims and survivors of sexual abuse. It called on the Uniting Church to 
be part of a network of prevention of sexual abuse in the wider community.

The Synod of Victoria and Tasmania has three resolutions that explicitly address child sexual abuse. The 
first is from 1993 and urged the Victorian Government to adopt measures to prevent the sexual abuse of 
women and children. It also called on the Victorian Government to assist survivors of sexual abuse.

A Synod resolution from 1994 called on the Victorian Government to develop a holistic strategy to respond 
to child abuse, to investigate reports of child abuse and for additional funding to prevent child abuse.

56 James Harding was the son of a minister, but states he is not someone who holds the Christian faith himself. However, for this consultation paper, his view is worthy  
 of inclusion for reflection.

57 James M. Harding, ‘Picking the Speck and Missing the Beam in the Eye of Surveillance’, Surveillance & Society 16(4) (2018), 562.

58 Eric Stoddart, Theological Perspectives on a Surveillance Society, Ashgate, Surrey, UK, 2011, 31.

59 Ibid., 42.
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A Synod resolution from 2011 called on the Commonwealth Government to adopt measures to deter 
online child sexual abuse, increase its detection and resource police to address all cases where Australians 
are involved in online child sexual abuse. It asked the Commonwealth Government to ensure technology 
corporations have a legal obligation to report child sexual abuse when they detect it.

The Uniting Church in Australia, both at the national and Synod level, have not adopted any resolutions 
on the right to privacy, beyond broad support for international human rights instruments. The international 
human rights instruments themselves require that rights be held in balance.

In addition to its own positions, the Synod is also mindful of the positions adopted by the ecumenical 
bodies that the Uniting Church is a member of. The World Council of Churches has taken a position that:60 

All children have a right to be safe at all times, and that all children have equal rights to protection 
from all forms of violence, coercion, exploitation and abuse, regardless of their gender, nationality, 
religious or political beliefs, family background, economic status, legal status, ability, physical or 
mental health or criminal background. Any form of child abuse or exploitation is unacceptable.

Interaction in the Online World – Distortion of Behavioural Norms
There has been a growing body of behavioural science research showing that our interaction with 
technology changes our behaviour as people. This branch of psychology has been labelled cyber-
psychology.61 Clinical psychologist Michael Seto has reflected on our engagement with the online world as 
a result of the technology companies rolling out products that have not been tested for their behavioural 
impact. He stated, “We are living through the largest unregulated social experiment of all time….”62 

The way the online world distorts people’s normal behaviour provides justification for greater regulation of 
human behaviour in the online world.

Some aspects of internet psychology have been studied since the 1990s and are well known and 
documented. The effect of anonymity online (the ability to hide who you are from others in the online world) 
– or perceived anonymity – is one example. It is the modern-day equivalent of that superhero power of 
invisibility. It has been found to fuel ‘online disinhibition’, that is doing whatever you feel like as you are not 
worried about the disapproval of others. Disinhibition is fed by the perceived lack of authority online, the 
sense of anonymity as well as the sense of distance or physical removal from others.63 

Psychologist Jamil Zaki points out that anonymity tempts people to “try on cruelty like a mask, knowing it 
won’t cost them. It does, of course, cost their targets.”64

Human behaviour is often amplified and accelerated online.65 

Not all the impacts of the online world on human behaviour are negative. Altruism, for example, is amplified 
online, with people often being more generous and giving in cyberspace than they are face-to-face. This 
has been seen in the enormous growth in online crowdfunding.66 

Another known effect of participation in cyberspace is that people can be more trusting of others they 
encounter online, and can disclose information more quickly. This leads to faster friendships and quicker 
intimacy. It also means that people tend to feel safe when they aren’t.67  

In the online world, people with very disturbing or harmful behaviours are often able to form groups that 
amplify the problematic behaviour. In the online world, they are not able to be challenged by broader society.

60 World Council of Churches, ‘Child Safeguarding Policy’, 2018, 4.

61 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 4.

62 Ibid., 16-17.

63 Ibid., 21.

64 Jamil Zaki, ‘The War for Kindness. Building Empathy in a Fractured World’, Robinson, 2019, 148-149.

65 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 5.

66 Ibid., 5.

67 Ibid., 5.
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Cyber psychologist Mary Aiken has pointed out that children aged four to 12 years old are the group most 
vulnerable to harm on the Internet as users. They are naturally curious and want to explore. They are old 
enough to be competent with technology. But they are not old enough to be wary of the risks online. More 
importantly, they do not yet understand the consequences of their behaviour there.68 

The role technology corporations are playing in facilitating online harm

“I call upon the governments around the world to hold industry accountable for the activity that 
they allow to occur on their networks. There should be penalties for networks found to be non-
compliant, with public notices of these compliance reports. It is important to protect our rights 
as people, but not over the safety and rights of our children. I believe if we can work together to 
fight this issue we can make a difference and save and protect children globally.”69 

Survivor of child sexual abuse

 
A handful of large multinational corporations dominate the online world and can flex monopolistic power. 
People across the globe use Google for 90% of their searches. Of all Internet-using adults under the 
age of 30, 95% are on Facebook. Google and Facebook together receive around 90% of the world’s 
new advertising spending. Google and Apple’s operating systems run on all but 1% of all mobile phones 
globally. Apple and Microsoft supply 95% of the world’s desktop operating systems.70 

With their size and power, these giant multinational corporations can defy governments, parliaments,  
police and courts.

As pointed out by Professor Alan Rozenshtein, these corporations hold a significant degree of discretion 
when processing requests from law enforcement agencies. They have the discretion to slow down the 
processing of requests by insisting on proceduralism and in minimising their capacity to respond to legal 
requests by implementing encryption.71 

This discretion means these corporations determine, at least in part, government agencies access to 
information about our personal relationships, professional engagements, travel patterns and financial 
circumstances. At the same time, the corporations impact on government’s ability to prevent terrorism, the 
rape of children, solve murders and locate missing children. These corporations are now responsible for 
decisions that have significant consequences for our privacy on the one hand, and our safety and well-
being on the other.72 

The key concerns the JIM Cluster has with the technology corporations are:

• The lack of inherent safeguards in the products they have created and promote;

• Destruction of evidence of human rights abuses without reporting them to law enforcement 
agencies;

• Claiming that data is not located where the user of their service is, which forces police to have to 
seek warrants from overseas courts, which can take over a year;

• Not preserving evidence of human rights abuse by allowing users to destroy evidence they have 
previously posted;

• Obstructing reasonable requests from police investigating human rights abuses through the use of 

68 Ibid., 120-121.

69 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 29.

70 Rana Foroohar, ‘Don’t Be Evil. The Case Against Big Tech’, Allen Lane, UK, 2019, xii.

71 ‘Cooperation or Resistance?: The Role of Tech Companies in Government Surveillance’, Developments in Law – More Data, More Problems, 131 Harvard Law Review  
 (2018), 1715-1722.

72 Ibid.
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court processes in cases where it is clear there are serious human rights violations occurring;

• Not responding quickly enough in removing posts where people are organising human rights abuses 
or terrorist attacks; and 

• Tipping off human rights abusers that they are under investigation when law enforcement presents a 
warrant for information about the person unless forbidden from doing so by a court.

Content host corporations often resist removing child sexual abuse images involving children aged 13  
to 17.73 

The role of online secrecy in assisting human rights defenders and  
persecuted groups
The ability to have an anonymous identity online can help people engaged in the investigation of human 
rights abuses and those reporting human rights abuses to evade detection by security forces of those 
governments involved in human rights abuses. It can also assist people in organising protests and actions 
against oppressive regimes without being detected during the organising phase.

At the same time, the Internet allows for the rapid dissemination of harmful slander and the mobilising of 
groups with hostile intentions to respond swiftly. It is difficult for innocent online participants to counteract 
this harm because the online space is primarily controlled by the technology companies who safeguard 
all their customers’ privacy. Therefore it is challenging to remove false or misleading content targeted at 
human rights defenders.74 The online experiences of human rights activists include many examples of online 
harassment with threats of violence (including sexual attack), baiting, doxxing, and public shaming. Doxxing 
is a term used to intimidate someone you are trolling by publishing their personal details online. An example 
is exposing their home address, phone number or their child’s school.75 Women especially have been 
subjected to ‘deepfake’ videos in which their images and other images have been combined to present 
them in offensive ways. Fake news and ‘trolls’ and hate speech have been used to campaign against 
human rights activists.76 Hackers have gained unauthorised access to individual’s social media accounts 
and stolen their private information or published comments using their names. 

Counter-terrorism provisions and cyber-crime laws have been misused by some states in prosecuting 
human rights defenders and others.77 In Iran, human rights defenders were convicted and sentenced to 
lashes and prison for revealing the use of torture by government forces. 

The benefits of online secrecy and anonymous identities to those investigating human rights abuses or 
engaged in human rights activism are limited. As soon as people start to do things offline, in the physical 
world, they can be targeted for human rights abuses. The experience of the Synod is that ministers 
and members of its partner church in the Philippines, the United Church of Christ in the Philippines, are 
murdered for their involvement in defence of human rights. Online secrecy can only play a limited role in 
protecting such people.

Human Rights Treaties relevant to regulating the online world
UN bodies are divided on where the balance lies between the need for governments to protect people from 
online human rights abuses and the need for governments to allow online privacy as a human right in itself 
to protect the right of freedom of expression.

UN bodies that argue governments must effectively protect children from sexual abuse are the UN Office on 
Drugs and Crimes (UNODC), UNICEF and UNESCO.

73 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 10.

74 R.A.H. Zeid, ‘The impact of online violence on women human rights defenders and women’s organisations’, Statement by the UN High Commissioner for Human  
 Rights, 38th session of the Human Rights Council, Office of the High Commissioner for Human Rights [OHCHR], Retrieved on 15.1.20 from  
 https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=23238&LangID=E, 2018 para 1 & 2.

75 Ginger Gorman, ‘Troll Hunting’, Hardie Grant Books, Melbourne, 2019, 17.

76 Front Line Defenders, Front line defenders global analysis 2019, Dublin, Ireland, 2020, 22.

77 Ibid., 27.
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The UNODC argues that “several international legal instruments require States Parties [governments] 
to take measures to protect children from abuse and exploitation, as well as to engage in international 
cooperation in the investigation and prosecution of child abuse and exploitation.”78 

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression places emphasis on the obligation of governments to uphold the right to freedom of speech and 
expression. He has pointed out that the UN Human Rights Committee has emphasised that these freedoms 
are “indispensable conditions for the full development of the person … [and] constitute the foundation stone 
for every free and democratic society.”79 

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression 
has argued that restrictions on the freedom of expression must be exceptional, subject to narrow conditions 
and strict oversight.80 He has argued that the burden falls on the authority restricting speech to justify the 
restriction, not on the speakers to demonstrate that they have the right to such speech.81 

What	makes	for	effective	law	enforcement	online
The sheer scale of the harms occurring online make traditional police techniques of investigating individual 
cases ineffective. So few people engaged in serious online criminal activity are caught and successfully 
prosecuted that anyone wanting to use the online world for serious criminal activity can count of having 
a minimal chance of ever being caught. Globally, police have reported that they are unable to adequately 
handle the volumes of cases of online child sexual abuse they know of.82 Effective policing online requires 
tools that allow for mass detection of serious criminal behaviour. Effective policing of the online world also 
requires disruption tools and techniques, things designed to make it harder to carry out criminal activity or 
reduce its profitability. These tools provide greater deterrence for people who would otherwise be tempted 
to engage in criminal activity online. 

An example of a mass detection tool is Project Arachnid. Project Arachnid is a technological tool designed 
to reduce the availability of child sexual abuse images online.83 Project Arachnid detects child sexual 
abuse material online by ‘crawling’ URLs across the global web known to have previously hosted child 
sexual abuse material. The software determines if a particular URL contains child sexual abuse material by 
comparing the media displayed on the URL to a database of known signatures that have been assessed 
by analysts as child sexual abuse material. If child sexual abuse material is detected, a notice is sent to the 
hosting provider asking that it be removed. 

Every month, Project Arachnid detects more than 500,000 unique images of suspected child sexual abuse 
material requiring analyst assessment. As of June 2019, those organisations running Project Arachnid have 
sent more than 3.6 million notices for removal of child sexual abuse material to online providers.84 

The increasing use of encryption is limiting the ability of police to investigate online child sexual abuse.85 

Do Australian law enforcement agencies misuse the powers granted to them?
Largely, Australian law enforcement agencies use of powers to investigate crimes in the online world are 
subject to oversight by the Commonwealth Ombudsman.

Concerning Australian law enforcement agencies accessing the metadata of Australians while investigating 
crimes, the Commonwealth Ombudsman has stated:86 

78 UN Office on Drugs and Crime, ‘Study on the Effects of New Information Technologies on the Abuse and Exploitation of Children’, 2015, 36.

79 UN Secretary-General, ‘Promotion and protection of the right to freedom of opinion and expression’, A/74/486, 9 October 2019, 5.

80 Ibid., 5.

81 Ibid., 5.

82 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 11.

83 Canadian Centre for Child Protection, ‘Australia’s hotline joins global project combating online child abuse’, Media release, 5 June 2019.

84 Ibid.

85 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 6.

86 Commonwealth Ombudsman, ‘Submission by the Commonwealth Ombudsman. Review of the mandatory data retention scheme’, July 2019, 3.
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We have identified a number of issues affecting agency compliance and shortcomings within 
the legislation, which are detailed in the submission. However, we consider that agencies are 
generally committed to using the scheme in a manner that complies with statutory requirements 
and is consistent with the ‘spirit’ of the legislation. Agencies are receptive to our findings and 
suggestions for improvement and have continued to engage with our Office to clarify and 
disclose issues affecting their compliance with the scheme.

The 2018 assessment of the Commonwealth Ombudsman on law enforcement agencies accessing data 
was that:87 

As a result of our 2016-17 inspections, we formed the view that agencies were generally 
exercising their powers to access stored communications and telecommunications data 
appropriately. Agencies had frameworks in place to ensure appropriate access to intrusive 
powers, and these frameworks appeared to be working as intended. Agencies also 
demonstrated a commitment to compliance and responded appropriately to compliance issues.

None of the cases of non-compliance with the use of their powers by law enforcement agencies reported 
by the Commonwealth Ombudsman resulted in serious harm to people.

87 Commonwealth Ombudsman, ’A report on the Commonwealth Ombudsman’s monitoring of agency access to stored communications and telecommunication data  
 under Chapters 3 and 4 of the Telecommunications (Interception and Access) Act 1979 for the period 1 July 2016 to 30 June 2017’, November 2018, 1.
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5.  The Problem of Online Child Sexual Abuse
The emergence of the online world has dramatically facilitated the rape, torture and sexual abuse of children 
across the globe. Child sexual abuse perpetrators can now find their victims online by using advanced 
technologies and taking advantage of online platforms and services to go undetected. They are also able 
to set up their own forums and sites to share information and tips with a spirit of camaraderie.88 They share 
information about which global locations are most convenient for opportunities to sexually abuse children.89 
The ability to find like-minded people online, which helps to socialise and normalise child abuse, can make 
it harder for those with a disposition for paedophilia to control their behaviour.90 It has also resulted in 
increased production of new child sexual abuse material to share online, as child sexual abuse perpetrators 
in networks try to please each other with the sharing of such material.91 

Research and the experience of law enforcement agencies demonstrates that criminals engaged in the 
rape, torture and sexual abuse of children of all ages and who trade in images, videos or stream such 
horrific activity are adaptive. They respond to both the opportunities new technologies provide as well as 
adapt to law enforcement strategies. It tends to be the least intelligent and least adaptive perpetrators that 
will be easiest for law enforcement to apprehend. 

Law enforcement agencies report that people involved in online child sexual abuse are increasingly using 
anonymizing technologies, such as TOR and Virtual Private Networks (VPNs).92 Those engaged in child 
sexual abuse online teach each other on how to become anonymous online.93 They are more commonly 
educating each other on how to use private chats, Internet voice and video chat software, forums and 
anonymization software.94 The feeling of impunity has enabled those engaged in child sexual abuse online 
to diversify their activities.95 

The children’s rights network Terre des Hommes has estimated that there will be roughly 750,000 men 
worldwide looking for online sex with children at any time of the day.96 

As of August v017, the Internet Child Sexual Exploitation Database contained over one million unique 
images and videos.97 Only a small fraction of the children captured in this material have been identified. 
Globally, law enforcement agencies have only been able to identify 18,900 of the children depicted in child 
sexual abuse material online.98 

The eSafety Office assisted in the facilitation of the take-down of more than 5,000 child sexual abuse 
items hosted overseas in the 2016-2017 financial year and more than 8,000 such items in the 2017-2018 
financial year.99 

88 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 7; and Mary Aiken, ‘The Cyber Effect’, John Murray  
 Publishers, London, 2017, 142-143.

89 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 8.

90 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 143.

91 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 10.

92 Ibid., 5, 15.

93 Ibid., 15.

94 Ibid., 16.

95 Ibid., 5.

96 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 142; and Canadian Centre for Child Protection, ‘Australia’s hotline joins global project  
 combating online child abuse’, Media release, 5 June 2019.

97 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 14.

98 US National Center for Missing and Exploited Children, https://www.missingkids.org/footer/media/keyfacts

99 Lynelle Briggs, ‘Report of the Statutory Review of the Enhancing Online Safety Act 2015 and the Review of Schedules 5 and 7 to the Broadcasting Services Act 1992  
 (Online Content Scheme), October 2018, 11.
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Online child sexual abuse remains a serious global problem in which thousands of Australians access, 
share, distribute and trade in child sexual abuse material. The Australian Institute of Criminology has 
reported that 256 detected Australians spent more than $1.3 million to pay for live-streaming child sexual 
abuse and rape from the Philippines.100 As a session of live-stream child sexual abuse can cost as little 
as $20, this could mean up to 65,000 sessions. Further, 256 are only those Australians that have been 
detected engaging in this abhorrent behaviour. The real total is undoubtedly much higher. 

The UK Internet Watch Foundation reported that in 2017 they detected 78,589 URLs containing child 
sexual abuse imagery up from 13,182 URLs hosting child sexual abuse material in 2013.101 There was 
also an increase in the number of individual images of children being hosted, with 293,818 images being 
viewed.102 In 2018 the Internet Watch Foundation removed 105,047 webpages showing sexual abuse and 
sexual torture of children.103 Trend data from the UK Internet Watch Foundation has shown the proportion of 
images of victims of child sexual abuse under the age of 10 has been decreasing, as shown in Table 3. 

Table 3.  
The proportion of images viewed by the Internet Watch Foundation showing victims of child sexual 
abuse under the age of 10, 2011 -2019.104 

Year 2011 2012 2013 2015 2016 2017 2018 2019

The proportion of images showing 
victims of child sexual abuse under 
the age of 10

74% 81% 81% 69% 53% 55% 40% 46%

In 2016 and 2017, 2% of the images detected by the Internet Watch Foundation involved the sexual 
abuse of children aged two or under.105 In 2018 the Internet Watch Foundation reported that it viewed 
1,300 images of the sexual abuse of infants and babies.106 At the same time, the proportion of images of 
child sexual abuse showing sexual activity between adults and children, including rape and sexual torture 
decreased, as shown in Table 4.

Table 4.  
The proportion of images viewed by the Internet Watch Foundation showing penetrative sexual 
activity involving children including rape and sexual torture 2011 – 2019.107 

Year 2011 2012 2013 2014 2015 2016 2017 2018 2019

The proportion of images 
showing penetrative 
sexual activity with 
children

64% 53% 51% 43% 34% 28% 33% 23% 20%

The US National Center for Missing and Exploited Children has reported an increasing number of reports 
of online child sexual abuse material in the last few years, as shown in Table 5. However, it is not clear how 
much of the increase in reports is due to a rise in the amount of online child sexual abuse material. Some of 

100 Simon Benson, ‘Agencies link 256 to online child sex’, The Australian, 19 February 2020, 1.

101 Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 15; and Internet Watch Foundation, ‘Internet Watch Foundation Annual & Charity Report  
 2013’, 6, 17.

102 Internet Watch Foundation, ‘IWF Annual Report 2016’, 6.

103 Internet Watch Foundation, ‘Record number of images showing children being sexually abused removed by UK internet charity’, 23 January 2019.

104 Internet Watch Foundation, ‘Internet Watch Foundation Annual and Charity Report 2012’, 11; Internet Watch Foundation, ‘Internet Watch Foundation Annual &  
 Charity Report 2013’, 6; Internet Watch Foundation, ‘IWF Annual Report 2016’, 9; Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 6.  
 Internet Watch Foundation, ‘IWF Annual Report 2016’, 9; Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 6; Internet Watch Foundation,  
 ‘Record number of images showing children being sexually abused removed by UK internet charity’, 23 January 2019; and Internet Watch Foundation, ‘The Why. The  
 How. The Who and the Results. The Internet Watch Foundation Annual Report 2019’, 2020, 47.

105 Internet Watch Foundation, ‘IWF Annual Report 2016’, 9 and Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 6.

106 Internet Watch Foundation, ‘Record number of images showing children being sexually abused removed by UK internet charity’, 23 January 2019.

107 Internet Watch Foundation, ‘Internet Watch Foundation Annual and Charity Report 2012’, 11; Internet Watch Foundation, ‘Internet Watch Foundation Annual & Charity  
 Report 2013’, 6; Internet Watch Foundation, ‘IWF Annual Report 2016’, 9; Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 16; and  
 Internet Watch Foundation, ‘The Why. The How. The Who and the Results. The Internet Watch Foundation Annual Report 2019’, 2020, 48.
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the growth in reports may be due to better detection and reporting of such content. There was a decrease 
in the number of reports in 2019.

Table 5. The number of reports of online child sexual abuse material reported to the US National 
Centre for Missing and Exploited Children 2014-2019.108 

Year 2014 2015 2016 2017 2018 2019

Number of reports of online child sexual abuse 
material (millions)

1.1 4.4 8.3 10.2 18.4 16.9

In 2019, Facebook made 15.9 million (94%) of the reports to the US National Center for Missing and 
Exploited Children.109 Google provided 449,283 of the reports (2.7%).110 Only 150,667 reports (0.89%) of 
online child sexual abuse reported to the US National Center for Missing and Exploited Children came from 
members of the public.111

If end-to-end encryption is widely adopted, especially by Facebook, the US National Center for Missing and 
Exploited Children expect that the number of reports it will receive will halve, resulting in the abuse of tens 
of thousands of children going undetected.112 

Since its inception in 1998 the US Cyber Tipline to receive reports of online child sexual abuse has received 
65 million reports of such abuse.113 

The Internet Watch Foundation reported detecting 571 newsgroups that hosted child sexual abuse material 
in 2017 compared to 455 in 2016.114 

The Internet Watch Foundation reported that in 2016, offenders distributing child sexual abuse imagery 
commonly use image hosts to host the images which appear on their dedicated websites. These websites 
can often display many thousands of abusive images.115 

In terms of online media hosting child sexual abuse images, in 2016 the Internet Watch Foundation reported 
they had detected such material on 41,364 image hosts, 6,223 cyberlockers, 2,776 banner sites, 1,681 
image boards, 826 blog sites, 803 online forums, 727 web archives, 643 social networking sites and 634 
images stores.116 

In 2019, the Internet Watch Foundation reported that child sexual abuse material was hosted on the 
following platforms:117 

 Image host (84%);

 Cyberlocker (6%);

 Banner site (2%);

 Website (2%);

 Forum (2%);

 Video channel (1%);

 Image board (less than 1%);

108 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 9; and US National Center for Missing and Exploited  
 Children, ‘2019 Reports by Electronic Service Providers (ESP)’, 2020.

109 US National Center for Missing and Exploited Children, ‘2019 Reports by Electronic Service Providers (ESP)’, 2020, 2.

110 Ibid., 2.

111 US National Center for Missing and Exploited Children, https://www.missingkids.org/footer/media/keyfacts

112 US National Center for Missing and Exploited Children, ‘NCMEC’s Statement Regarding End-to-End Encryption’, 10 March 2019,  
 https://www.missingkids.org/blog/2019/post-update/end-to-end-encryption

113 US National Center for Missing and Exploited Children, https://www.missingkids.org/footer/media/keyfacts

114 Internet Watch Foundation, ‘IWF Annual Report 2016’, p. 8; and Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 15.

115 Internet Watch Foundation, ‘IWF Annual Report 2016’, 11.

116 Ibid., 11.

117 Internet Watch Foundation, ‘The Why. The How. The Who and the Results. The Internet Watch Foundation Annual Report 2019’, 2020, 51.
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 Search provider (less than 1%);

 Social networking (less than 1%); and

 Web archive (less than 1%).

In 2019, the Internet Watch Foundation reported that 5% of the URLs containing child sexual abuse 
material were commercial sites.118 Commercial sites are run as for-profit businesses.

The Internet Watch Foundation also reported that in 2016, 2017 and 2019 criminals increasingly used 
masking techniques to hide child sexual abuse images and videos on the internet. The criminals leave clues 
to perpetrators so they can find the conceal child sexual abuse material. Since 2011, the Internet Watch 
Foundation has been monitoring commercial child sexual abuse websites which only display child sexual 
abuse imagery when accessed by a “digital pathway” of links from other websites. When the pathway is not 
followed, or the site is accessed directly through a browser, legal content is displayed. This means it’s more 
challenging to find and investigate illegal imagery. They saw a 112% increase in this technique in 2016 over 
2015, with 1,572 sites using this technique in 2016.119 This increased again in 2017, with 2,909 websites 
using this method to hide child sexual abuse material.120 In 2019, they reported they had detected 288 
providers of child sexual abuse material that were using hidden services.121 

The number of newly identified hidden services (on the ‘dark web’) detected by the Internet Watch Foundation 
declined from 79 in 2015 to 41 in 2016 and then increased to 44 in 2017. They postulated that the result could 
be due to increased awareness by law enforcement internationally about hidden services distributing child 
sexual abuse imagery. Hidden services commonly contain hundreds or even thousands of links to child sexual 
abuse imagery that’s hosted on image hosts and cyberlockers on the open web.122 Child sexual abuse sites 
on the dark net are particularly being used by offenders to host and distribute sexual abuse material involving 
infants and toddlers.123 One such site had over 18,000 registered members who regularly met online to 
discuss their preference for the sexual abuse of children in this age group.124 A forum dedicated to discussing 
the abuse of children exceeded 23 million visits.125 On another dark net site, each user uploaded one three 
minute video or two images each month of child sexual absue as membership payment.126 

The ‘dark web’ or ‘deep web’ simply refers to the part of the internet where information can be shared 
without identity or location disclosure. It does so without your computer’s IP address and other common 
traces. The sites on the dark web are not indexed and therefore are not searchable with a standard web 
browser. Most of the material on the dark web is a combination of spam and storage such as government 
databases, medical libraries, university records, classified mobile phone and e-mail histories. The dark web 
is the majority of the internet.127 The anonymity provided by the dark web also makes it attractive to those 
engaged in dangerous criminal activities, such as the sexual abuse of children. 

The Uniting Church in Australia has committed to hearing the voices of those who have survived child 
sexual abuse. The following are direct quotes from survivors of child sexual abuse who had images, videos 
or live streaming of their abuse placed online. The survivors responded to a global survey conducted by the 
Canadian Centre for Child Protection in 2016. The survivors consented to their voices being heard publicly, 
so others would have a better understanding of what they have been through and the impact it has had on 
their lives. These voices should help shape our response to the issue of regulation of the online world.

118 Ibid., 51.

119 Internet Watch Foundation, ‘IWF Annual Report 2016’, 5, 17.

120 Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 24.

121 Internet Watch Foundation, ‘The Why. The How. The Who and the Results. The Internet Watch Foundation Annual Report 2019’, 2020, 54.

122 Internet Watch Foundation, ‘IWF Annual Report 2016’, 13 and Internet Watch Foundation ‘Internet Watch Foundation Annual Report 2017’, 20.

123 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 16.

124 Ibid., 16.

125 Ibid., 16.

126 Ibid., 16.

127 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 264-265.
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Quotes from survivors of online child sexual abuse.

Warning: Some of these quotes may cause distress.

“I was systematically trained down in advance regarding crying and screaming during the abuse 
by being pushed underwater until losing consciousness when I cried or screamed. Vomiting was 
forbidden, too, which I was supposed to learn to stop doing by having to eat my vomit again, 
which generally made me throw up again and have to eat it again. That often went on so long until 
the circulatory system stopped playing along. I had to pretend I liked being raped. For other acts, 
in contrast, it was important to plead and beg the perpetrator to stop. Sometimes, I and other 
children were forced to commit violent acts on other children. I’m not sure whether all of these 
videos survived.”128 

“After the abuse had continued for some time, I tried to wrestle myself away from him. But he was 
strong as a bear (in my perception at least). So I tried to physically resist, he put me in a sort of hold 
and then went ahead with abusing me. He didn’t photograph that, though, because he had his 
hands full with me. But here again, the message was clear: I’d never be able to win against him.”129 

“He threatened to tell my family everything… He threatened to wreck my life… I’d no longer have 
any ground under my feet to exist… I’d be better off committing suicide myself before he got 
hold of me because that would be gruesome. I was to never tell about it ever.”130 

“Perpetrators spoke a lot over my head. How many films they already had; what they could earn 
from them etc. It was never discussed with me, but I picked up a lot.”131 

“I was threatened that the prosecution authorities would receive the videos in the event of a 
complaint so that they could see that I had wanted everything was I was the real perpetrator. On 
another occasion, I was told the material would be distributed and then the whole world would 
know how disgusting and dirty I am, no matter where I go.”132 

“He made me hold signs with messages on them for other paedophiles so that he could get 
what he wanted from them by making custom videos.”133 

“Look at it like this. The hands-on was horrible. But at the very least it is over and done with. The 
constant sharing of the abuse will never end; therefore, the remainder of its existence will never 
end… If you ask me, a crime that never ends is worse than one that is over; no matter how much 
more serious it may appear. That this is something inescapable. That there will never be total 
absolution.”134

“The experiences are over. I can get a certain measure of control over those experiences. With 
regards to the imagery, I’m powerless. I can’t get any control. The images are out there.”135 

“The abuse suffered influences inside, although symptoms also are evident on the outside. The 
existence and distribution of the material make me feel ashamed, and I live under constant fear 
that other people could recognise me and know about it. It triggers the feeling that one can 
never escape from these experiences.”136 

128 Canadian Centre for Child Protection, ‘Survivors’ Survey. Full Report 2017’, 2017, 53.

129 Ibid., 58.

130 Ibid., 61.

131 Ibid., 65.

132 Ibid., 65.

133 Ibid., 69.

134 Ibid., 149.

135 Ibid., 149.

136 Ibid., 152.
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“When talking to people about child abuse, and I mention that I was in pictures/ child porn, I’m 
not treated the same afterwards. People avoid me when they know that. It’s like the fact that I 
was victimised in my childhood by sexual photography makes me feel victimised again as an 
adult. People understand hands-on but not what you call child sexual abuse imagery. There is an 
extra stigma if one was victimised in that way. I’m made to feel ashamed every time I mention it 
because people, even friends, can’t look at me, and change the subject if I mention it. But that 
doesn’t happen if I mention hands-on sexual abuse.”137 

“The imagery abuse impacts me differently than the hands-on abuse because now, THOUSANDS 
of people are taking advantage of me. Their argument is that they aren’t physically abusing me, 
so there’s no “harm” being done. They are insane for thinking this way. Those are sexual images 
that were taken of me as a CHILD. These people are degrading me every second they look at 
those photos. I did NOT get a choice in taking those photos. It was ABUSE, and when they are 
looking at them, and doing whatever it is that they are doing, they are abusing me all over again. 
The abuse will NEVER end for me. I am never safe. I don’t get to live a normal life where I can take 
pictures at the beach and feel comfortable. I feel like I am constantly naked, like, I will never have 
a clear mind because I know somewhere someone is looking at my photos right now. It could be 
someone from another country or maybe even someone I work with. I am terrified for my life. I 
constantly have thoughts of someone finding out who I am and trying to hurt me.”138 

“My experiences impact (and have impacted) virtually every possible area of my life. My 
relationship with my body is always disturbed, and I live with enormous hatred towards myself. 
I’m constantly absorbed with death, and it’s a very tough struggle not to give in to suicidal 
thoughts or destructive behaviours (such as cutting). For fifteen years, right from childhood, I’ve 
had an eating disorder. For it, I took part in a five-day intensive (inpatient) course of nutrition 
therapy several years ago. I have difficulty with men, setting limits, sexuality, intimacy, trust, and 
I often suffer anxiety and nightmares. I feel extremely ashamed of myself and of my experiences. 
I’m constantly afraid that people are angry at me and that the rest of the world hates me. I 
suffer from intrusive flashbacks, in which I relive my traumatic and other experiences. Due to 
my experiences, I have no more contact with my family. I often feel terribly lonely, isolated, 
depressed and a burden.”139 

Of the 150 survivors who responded to the Canadian Centre for Child Protection in 2016, 96 reported that 
had been subjected to threats related to the sexual abuse they had been subjected to. Of these:140 

 67% of the respondents were threatened with physical harm. Of those, 44% were told they would 
be murdered if they did not comply;

 24% of respondents were threatened with physical harm to a family member. Of those, 61% were 
told the family member or members would be murdered if they did not comply;

 19% of the respondents were threatened with physical harm to other people or animals in their life. 
Of those, 50% were told that those people or animals would be killed if they did not comply.

Some survivors reported they had been tortured with electric shocks, being held underwater or choked to 
force their compliance.141 

137 Ibid., 152.

138 Ibid., 153.

139 Ibid., 156-157.

140 Ibid., 56.

141 Ibid., 57.
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The hosting of child sexual abuse material online is the result of those in charge of the various online platforms 
not being vigilant or being complicit. Corporations that host material online can be classed into five groups:142 

 proactive, they actively seek to detect and prevent child sexual abuse imagery from being posted on 
their service;

 reactive, these corporations remove child sexual abuse material when they are notified that it is on 
their platform, but do not actively seek to prevent the posting of the material on their service;

 resistive, these corporations debate and push back against the removal of child sexual abuse 
material from their platform. They often dispute that the image is of a child or that it is illegal;

 non-compliant, these corporations ignore requests to remove child sexual abuse material from their 
service; and

 complicit, these corporations knowingly host child sexual abuse content and actively resist its 
removal as well as protecting people who post such material on their service.

There has been a shift in the demographic of people accessing child sexual abuse material, with an 
increase in younger people accessing such content.143 

The ease with which it is possible to set up multiple anonymous and false identities have greatly assisted 
those who seek to abuse children online. Those who seek to abuse children online can pose as a child 
themselves and groom a child to develop a friendship or romantic relationship with the child. Having 
established the relationship, the child is then manipulated into sharing sexually explicit images of 
themselves with the abuser.144 The material shared is then used to blackmail more sexually explicit material, 
under threat of the material being shared with the child’s friends or family.145 

Child sexual abuse perpetrator operate in networks online to assist each other. The anonymity that 
technology corporations allow online has permitted thousands of people to be part of such networks. The 
Virtual Global Taskforce online child sexual exploitation assessment of 2019 reported there had been an 
increase in the number of organised forums and groups of offenders online in the preceding three years.146 

Networks of child sexual abuse perpetrators have developed online handbooks and manuals to assist each 
other. These handbooks are highly detailed and instructive in content.147 They will contain advice on how 
to entrap or groom a child, where to find a child victim, how to offend and escape capture.148 For example, 
in November 2018 a man was imprisoned in the UK who had in his possession five child sexual abuse 
manuals, including a Harry Potter-inspired child sexual abuse manual.149 He had a three-part manual which 
contained guidance on how to abuse children aged between five and eight. These include advice on how 
to sexually abuse a child ‘safely’, as well as how to win a child’s obedience and cooperation. The 24-page 
manual, which used references taken from the Harry Potter series of books, contained technical guidance 
on how not to get caught by the police. In the US in 2018 a man was imprisoned for child sexual abuse 
offences who had in his possession a downloaded copy of the 576 page ‘The Paedophile’s Handbook’.150 
The handbook included chapters such as “Finding Children” and “Hunting Season”. One chapter offered 
help to readers to “learn the basics about how to find yourself children through various methods, and how 
to befriend them.”151 Another offered to help readers learn “how to stay secure as an active paedophile and 

142 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 12.

143 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 143.

144 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 14.

145 Ibid., 14.

146 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 15.

147 UK Ministry of Justice, ‘Serious Crime Act 2015. Fact sheet: Offence of possession of paedophile manuals’, March 2015,  
 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/415982/Fact_sheet_-_Paedophile_manuals_-_Act.pdf

148 Ibid.

149 UK Crown Prosecution Service, ‘Man jailed for possessing paedophile manuals’, 5 November 2018,  
 https://www.cps.gov.uk/london-north/news/man-jailed-possessing-paedophile-manuals

150 ‘Man With ‘Pedophile’s Handbook’ Gets 37 Years For Making, Possessing Child Porn’, 2 May 2018,  
 https://www.nbcchicago.com/news/local/man-with-pedophiles-handbook-gets-37-years-for-making-possessing-child-porn/48474/

151 Ibid.



  35 
  

Well-Being in Cyberspace 

Justice and International Mission Cluster, 
Synod of Victoria and Tasmania, Uniting Church in Australia

how to handle civilians and police, even prisons if things should go really wrong.”152 

The networks of perpetrators also target survivors for further harassment and abuse. For example, 
perpetrators will post online information about survivor’s current whereabouts and other identifying 
information. Such information may include the school or university they attend, the name of the sports team 
the survivor is on, a survivor’s community involvement and images of the survivor’s friends. There have been 
some extreme instances where perpetrators seek images of survivors, now as adults, with their families and 
comment on their desire to offend against the survivor’s children.153 

152 Ibid.

153 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 20.
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6.  The Problem of other Harmful Online Activities
Additional problems online where people are harmed include:

 The sale of criminal activities by online ordering;

 The non-consensual creation of nude or sexual images, including images that are digitally  
altered or manipulated to add a person’s face to a pre-existing nude or sexual image;

 The non-consensual distribution of nude or sexual images;

 Threats to distribute nude or sexual images (which is termed ‘sextortion’ when applied to adults  
and ‘sexual extortion of children’ when children are the victims);

 Threats of rape, murder and other physical harm;

 Serious bullying online;

 Ransomware; and

 Children viewing violent and sexual content online.

6.1. Online criminal businesses
The online world allows for the sale of almost everything. Criminal activities can be ordered and purchased 
online from services offering to carry out extortion, scams and assassinations. There are also online sites 
selling stolen credit card details, illicit drugs and illegal weapons. The websites selling these criminal 
activities often have shopping carts, concierge hospitality, and excellent customer service.154 The sites 
offer discount days, coupon codes, two-for-one specials, money-back guarantees, and loyalty points. 
Promotional campaigns are frequent, and some drug-trading sites provide escrow services; they will hold 
your money until your package arrives safely.155 

Customers are asked about their level of satisfaction and given opportunities to offer suggestions for 
improvement.156 

154 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 262.

155 Ibid., 268.

156 Ibid., 268.
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McDumpals is one of the leading sites that sell stolen credit card details. Its logo is golden arches with the 
motto “I’m swipin’ it”. It has a gangster version of Ronald McDonald as its mascot.157 

Another site selling stolen credit card data is Uncle Sam’s dumps shop. It encourages buyers to “Make 
credit card fraud great again”.158 

One site selling paid murders boasts “I always give my best to make it look like an accident or suicide”. 
Another states “The best place to put your problems is in the grave”. Some of the sites selling murders offer 
a chance to win back some of the cost if the buyer can guess the time the assassination will happen.159 

6.2.  Non-consensual distribution of nude or sexual images
Intimate images of people have been stolen and distributed, or such images have been distributed by a 
sexual partner or former sexual partner without the person’s consent. Very public examples of this were the 
case in 2014 when hundreds of private, intimate images of celebrities were posted to a US-based website 
in exchange for bitcoins, a digital currency. The images had been stolen through a breach of Apple’s iCloud 
(an online platform for backing up photos from Mac devices). They were later disseminated by traders and 
sellers through social media sites including Twitter, Tumblr and Reddit.160 In another case in June 2015, over 
400 images of naked South Australian women and girls were published on a US-based noticeboard site, 
without the consent of those in the images. The photos had been uploaded by sexual partners, ex-partners 
or hackers and made available for download.161 

6.3. Sextortion and the sexual extortion of children
Sextortion is defined as blackmailing a person with the help of self-generated images of that person, or 
images taken by an intimate partner, in order to extort sexual favours, money or other benefits from the 
person in the images. The blackmail relies on the threat to share the material more widely, publicly or to the 
person’s friends and family.162 

Often, the influence and manipulation typical of groomers over longer periods of time (sometimes several 
months) turns into a rapid escalation of threats, intimidation, and coercion once the person has been 
persuaded to send the first sexual image of themselves.163 

When the victim of the extortion is a child the term ‘sexual extortion of children’ is used. The colloquial term 
‘sextortion’ remains debated in the field of child protection. It does not show clearly that it is a matter of sexual 
exploitation against a child and risks trivialising a practice that can produce extremely serious consequences.164 

As more children have access to the Internet and social media platforms, there is a reported increase in the 
number of cases of sexual extortion involving children.165 A US National Centre for Missing and Exploited 
Children study found that in 78% of reported sexual extortion cases, the victim was female and aged 
between 8 and 17.166 

Recent investigations have uncovered the existence of organised sexual extortion groups. These groups 
operate across borders and use call centre-like operations in order to communicate with hundreds of 
potential victims at once.167 

157 Ibid., 269.

158 Kerbs on Security, ‘Trump’s Dumps: ‘Making Dumps Great Again’, 26 May 2017.

159 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 269.

160 Nicola Henry, Asher Flynn and Anastasia Powell, ‘Image-based sexual abuse: Victims and perpetrators’, Australian Institute of Criminology, Trends & issues No 572,  
 March 2019, 1.

161 Ibid., 1.

162 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 13; and Susanna Greijer and Jaap Doek,  
 ‘Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse’, ECPAT International, 2016, 52.

163 Susanna Greijer and Jaap Doek, ‘Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse’, ECPAT International, 2016, 52.

164 Susanna Greijer and Jaap Doek, ‘Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse’, ECPAT International, 2016, 53.

165 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 1. Ibid., 13.
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The negative psychological impacts of sexual extortion include feelings of low self-esteem, withdrawal, 
worthlessness, anger and guilt. In some cases, victims have engaged in self-harm or killed themselves.168 

6.4. Trolling and cyberbullying
‘Trolling’ is a term used to describe a range of behaviour online from starting an argument with an insincere, 
stupid or ridiculous statement to see who will be drawn into an argument to outsight hate speech and making 
serious threats.169 As one ‘troll’ told journalist Ginger Gorman, “Having morals, in general, is being soft. I find 
that humiliating people is fun but hurting them is hilarious.”170 He wanted people to feel unsafe online.171 

Gorman spoke to trolls that were part of packs that work together to try and get vulnerable people to 
harm themselves. They particularly target people with autism or mental illness. “Some people should kill 
themselves because they are generally pieces of shit,” one troll told Gorman.172 

They also target rape survivors and the families of people who have recently died in tragic circumstances. 
One troll told Gorman he was proud of having upset the family of a young girl killed by a train by calling her 
a “train hugger”.173 

Doxxing is a term used to intimidate someone you are trolling by publishing their personal details online. An 
example is exposing their home address, phone number or their child’s school.174 

In a poll conducted in 24 countries, 12% of parents reported their children had experienced cyberbullying.175 

A survey conducted by The Australia Institute in 2018 found 44% of Australian women and 39% of 
Australian men had experienced one or more forms of online harassment.176 For 32% of women and 23% 
of men, this included having abusive language directed at them. For 24% of women and 11% of men, this 
involved being sent unwanted sexual messages or nude pictures.177 Further, 9% of women and 6% of men 
had experienced cyberhate.178 Cyberhate was defined as “repeated, sustained threats or attacks on an 
individual through the use of electronic devices, which result in real-life harm to the target. These harms 
may be physical and/or psychological. The attacks may be perpetrated by one or more individuals.”179 

6.5. Ransomware 
Symantec, a company specialising in online security, explains ransomware as follows:180 

The concept behind ransomware, a well-known form of malicious software, is quite simple: Lock 
and encrypt a victim’s computer data, then demand a ransom to restore access. In many cases, 
the victim must pay the cybercriminal within a set amount of time or risk losing access forever. And 
since we’re dealing with criminals here, paying the ransom doesn’t ensure access will be restored.

Symantec goes on to explain some variants of ransomware, including threats to release confidential information 
publicly. However, the most widespread variant is encryption denying a user access to their own data.

The typical progression of a ransomware attack starts with the attacker introducing malware (malicious 
software) into the victim’s computer. Frequently this is done via an email attachment. It has also occurred 

168 Ibid., 14.

169 Ginger Gorman, ‘Troll Hunting’, Hardie Grant Books, Melbourne, 2019, 16.

170 Ibid., 12.

171 Ibid., 21.

172 Ibid., 21.

173 Ibid., 21.

174 Ibid., 17.

175 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 127.

176 Ginger Gorman, ‘Troll Hunting’, Hardie Grant Books, Melbourne, 2019, 65.

177 Ibid., 66.

178 Ibid., 67.

179 Ibid., 67.

180 Symantec Corporation, “What is ransomware? And how to help prevent it”,  
 https://us.norton.com/internetsecurity-malware-ransomware-5-dos-and-donts.html accessed 17 August 2019.



  39 
  

Well-Being in Cyberspace 

Justice and International Mission Cluster, 
Synod of Victoria and Tasmania, Uniting Church in Australia

through a “worm” that spreads of its own accord from one computer to another.

Once the malware is installed on the victim’s computer, the attacker encrypts all the files on the computer 
so that the victim can no longer use them. The attacker then demands a ransom payment to decrypt the 
files. The ransom is to be paid in a cryptocurrency such as bitcoin to conceal the attacker’s identity.

At this point, the victim must decide whether or not to make the payment.

If the victim has backup copies, there is probably no need to make the payment. It is, however, necessary 
to ensure that the victim’s computer is cleaned of any malware.

If the victim does not have backup copies, and the encryption has been performed using best-practice 
techniques, the choice is difficult. Current technology does not allow the best encryption to be broken.

Law enforcement authorities generally discourage ransom payments on several grounds. Firstly, the victim 
has no guarantee that the attacker really will provide a means of restoring the encrypted files. Secondly, 
payment provides financing for the attacker to continue operating, possibly at a more sophisticated level. 
Thirdly, the victim’s payment may encourage the attacker to return in future and repeat the process with the 
same victim, who has now been identified as a soft target.181 

A 2016 US government publication estimated that around 4,000 ransomware attacks were occurring 
daily.182 It is worth emphasising that the rate of reported attacks is most likely not correlated with the 
number of actual attacks. Commercial companies are wary of reputational damage if they report an attack. 
Consumers will no longer entrust the company with their data. The businesses have no incentive to report if 
reporting does not resolve the problem (which it rarely does). The most prominent examples of ransomware 
have occurred in the United States, typically targeting city governments.183 

Ransomware attacks are also frequent in Australia, but less publicised. Telstra’s 2019 security report, based 
on a survey of 320 Australian businesses (with another 1,000 businesses worldwide), estimated that 32 per 
cent of Australian companies had been subject to ransomware attempts. Of those who were successfully 
attacked, around half paid the ransom. Of those who paid the ransom, 77 per cent were able to retrieve 
their data.184 

A cardiology unit of Melbourne’s Cabrini Hospital was reportedly subject to a ransomware attack that 
“scrambled the files of about 15,000 patients”. The hospital reportedly paid the ransom, but the amount is 
not known.185 

One of the most damaging ransomware developments (which included the Baltimore case) used malware 
developed by the US National Security Agency (NSA). Originally the NSA developed a tool called EternalBlue 
to exploit a flaw in Microsoft software for its own purposes. It did not alert Microsoft (as that would have 
stopped use of EternalBlue) and exploited the vulnerability for five years. In April 2017 a hacker group which 
had somehow obtained a copy of EternalBlue released it for broader use. Before this occurred, the NSA had 
become aware of the security breach and warned Microsoft a month before EternalBlue was released.186 

Shortly afterwards, EternalBlue was used in an attack called WannaCry which affected 200,000 
organisations around the world. This was followed by an attack called NotPetya, which cost FedEx more 

181 See for example the advice from the Australian Cyber Security Centre on the Ransomware page of the “Stay Smart Online” website.  
 https://www.staysmartonline.gov.au/protect-yourself/recover-when-things-go-wrong/ransomware accessed 6 August 2019.

182 United States Government, “How to Protect Your Networks from Ransomware”, not dated but apparently published in 2016.  
 https://www.justice.gov/criminal-ccips/file/872771/download accessed 13 August 2019

183 Wall Street Journal, “Hackers Strike Another Small Florida City, Demanding Hefty Ransom”, 26 June 2019.  
 https://www.wsj.com/articles/hackers-strike-another-small-florida-city-demanding-hefty-ransom-11561583097 accessed 29 June 2019.  
 Other estimates put the Baltimore ransom demand at $US 100,000.

184 Telstra, ‘Security Report 2019’, April 2019, 36.  
 https://www.telstra.com.au/content/dam/shared-component-assets/tecom/campaigns/security-report/Telstra-Security-Report-2019-LR.pdf accessed 9 August 2019.  
 Also at Sydney Morning Herald, “Ransomware attacks still common in Australia, and half pay up”, 16 April 2019.  
 https://www.smh.com.au/technology/ransomware-attacks-still-common-in-australia-and-half-pay-up-20190416-p51en0.html accessed 6 August 2019.

185 The Age, “Crime syndicate hacks 15,000 medical files at Cabrini Hospital, demands ransom”, 20 February 2019.  
 https://www.theage.com.au/national/victoria/crime-syndicate-hacks-15-000-medical-files-at-cabrini-hospital-demands-ransom-20190220-p50z3c.html  
 accessed 9 August 2019.

186 New York Times, ‘In Baltimore and Beyond, a Stolen N.S.A. Tool Wreaks Havoc’, 25 May 2019.  
 https://www.nytimes.com/2019/05/25/us/nsa-hacking-tool-baltimore.html accessed 26 May 2019.
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than US$400 million, and Merck US$670 million. Microsoft noted that the WannaCry attack (also known as 
WannaCrypt) only affected computers running older systems such as Windows 7 that had not installed a 
security patch. It did not affect computers running Windows 10.187 

In some cases, a ransomware attack can be neutralised by the independent discovery of the key to decrypt 
the encrypted files. This is the goal of the “No More Ransom” project, “an initiative by the National High 
Tech Crime Unit of the Netherlands’ police, Europol’s European Cybercrime Centre and McAfee with the 
goal to help victims of ransomware retrieve their encrypted data without having to pay the criminals”.188 
However, this approach does not work for the most potent ransomware. 

Some ransomware attacks anticipate the counter-measure of back-up data by first attacking the back-up 
systems.189 

As previously mentioned, some extremely damaging ransomware attacks have used government-created 
malware as a vehicle for the attack. The US government has not officially acknowledged its role in the 
creation of the EternalBlue malware. Its involvement has been confirmed by Microsoft, which was warned of 
the security breach before it became widely known.190 

Government developed malware can be used for both beneficial and harmful purposes. On the beneficial 
side, it can be used to monitor groups who might launch terrorist attacks. In Australia, several such attacks 
have been prevented before they occurred, and we do not know what proportion of this forewarning was 
derived from malware installed on terrorist telephones and computers.

On the harmful side, government-created malware in the hands of an authoritarian government can be used 
to spy on political opponents and human rights activists, as well as destroy their files.

6.6. Children viewing sexual and violent content
Numerous studies of teenagers in Western countries show that children viewing violent and sexual content 
online is prevalent and has negative impacts on the way teenagers interact, what they expect, and what 
they deem age-appropriate sexual behaviour.191 

187 Microsoft Corporation, ‘WannaCrypt ransomware worm targets out-of-date Systems’, 12 May 2017,  
 https://www.microsoft.com/security/blog/2017/05/12/wannacrypt-ransomware-worm-targets-out-of-date-systems/ accessed 10 August 2019.

188 ‘No More Ransom’ website, https://www.nomoreransom.org/en/about-the-project.html, accessed 6 August 2019.

189 Telstra, ‘Security Report 2019’, April 2019, 35  
 https://www.telstra.com.au/content/dam/shared-component-assets/tecom/campaigns/security-report/Telstra-Security-Report-2019-LR.pdf accessed 9 August 2019.

190 Microsoft Corporation, ‘The need for urgent collective action to keep people safe online: Lessons from last week’s cyberattack’, 14 May 2017.   
 https://blogs.microsoft.com/on-the-issues/2017/05/14/need-urgent-collective-action-keep-people-safe-online-lessons-last-weeks-cyberattack/#sm.0000mpb068egg 
 cqczh61fx32wtiui  accessed 12 August 2019

191 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 9.
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7.  Why Privacy Safeguards are necessary Online
Online privacy is necessary to protect people from several harms. There are threats from a person having 
their identity stolen and then the person who has stolen the identity accessing bank accounts of the person 
whose identity has been stolen. Or the person who has stolen the identity may use it to carry out harms 
against others, as a way of concealing their identity.

Without proper privacy safeguards, it is easier for someone intent on harming another person, such as 
through trolling, being able to track them down.

Survivors of child sexual abuse also need to have their privacy protected. Images and videos of their abuse 
should not be accessible in the online world.

There is also a need to protect people’s privacy from multinational technology corporations. Some of these 
have been willing to mine people’s data for their own profit-making purposes. In other cases, they have 
been ready to sell access to people’s data to third parties.

In 2018, in a speech to European privacy commissioners, the CEO of Apple, Tim Cook, acknowledged the 
activities of technologies intruding on our privacy and profiting from it:192 

Our own information, from the every day to the deeply personal, is being weaponised against 
us with military efficiency. Every day, billions of dollars change hands, and countless decisions 
are made, on the basis of our likes and dislikes, our friends and families, our relationships and 
conversations, our wishes and fears, our hopes and dreams.

These scraps of data, each one harmless enough on its own, are carefully assembled, synthesised, 
traded and sold.

Taken to its extreme, this process creates an enduring digital profile, and lets companies know you 
better than you may know yourself. Your profile is then run through algorithms that can serve up 
increasingly extreme content, pounding our harmless preferences into hardened convictions….

192 John Evans, ‘Complete transcript, video of Apple CEO Tim Cook’s EU privacy speech’, Computerworld, 24 October 2018,  
 https://www.computerworld.com/article/3315623/complete-transcript-video-of-apple-ceo-tim-cooks-eu-privacy-speech.html
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In the news, almost every day, we bear witness to the harmful, even deadly, effects of these 
narrowed world views.

We shouldn’t sugarcoat the consequences. This is surveillance. And these stockpiles of personal 
data serve only to enrich the companies that collect them.

There is a real need to ensure our devices cannot be hacked by others who wish us harm. Being able to 
access our devices allows for harms like identity theft and sexual extortion. 

Example of Online Sexual Extortion

Five months before Cassidy Wolf, of Temecula, California, was crowned Miss Teen USA in 
2013, the 19-year-old received an anonymous e-mail from a man who claimed to have hacked 
her computer and gain access to her webcam in her bedroom. The man engaged in sexual 
extortion, demanding that she either send him nude photos of herself, send of nude video 
or log on to Skype and do whatever he demanded for five minutes. If she did not comply, he 
threatened to release the images he had obtained from her webcam onto the internet. Cassidy 
contacted police, and three months later the police arrested 19-year-old Jared James Abraham. 
He had gone to high school with Cassidy. Jared had purchased Remote Access Trojan (RAT) 
software, which can be bought online for as little as $50. The FBI found he had gained control of 
12 different women’s webcams and had hacked into an estimated 100 to 150 other computers. 
He was eventually sentenced to 18 months in prison.193 

The question around privacy becomes one of is it necessary to give people complete secrecy online 
to protect their privacy? Or can legitimate privacy be protected while allowing law enforcement bodies 
to identify and address the severe harms some people carry out online? In the world of banking, our 
bank accounts are protected from unauthorised access. At the same time, banks monitor all financial 
transactions and report to law enforcement activities that may have serious criminal origins. Could 
something similar be achieved in the online world?

Multinational technology corporations have been increasing the provision of encryption on the devices they 
manufacture. Encryption is the mathematical manipulation of information to render it readable solely by the 
person or persons intended to receive it. If someone intercepts the internet connection, they will only see 
scrambled information.

Facebook plans to implement end-to-end encryption on all its message services. In 2018, Facebook 
reported 16.8 million suspected posts and messages related to child sexual abuse on their platforms.194 In 
the UK alone, these reports resulted in 3,000 children being safeguarded from further child sexual abuse and 
arrest of 2,500 suspected perpetrators.195 If Facebook implements end-to-end encryption on all its message 
services it is estimated there will be a 70% drop in Facebook detecting cases of child sexual abuse.196 

193 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 44.

194 Letter organised by the UK National Society for the Prevention of Cruelty to Children signed by 129 children’s rights organisations to Mark Zuckerberg, CEO,  
 Facebook, 6 February 2020.

195 Ibid.
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8.  General Deterrence Online
In the study of crimes, ‘general deterrence’ refers to measures that deter people from committing a crime. 
Such things will include measures that reduce any reward or benefit that can be obtained by committing 
a crime, the level of penalty that may result if the person gets caught and the likelihood of being caught. It 
needs to be recognised that the majority of people will not be inclined to commit crimes that are contrary 
to the cultural norms of their society, regardless of the risk of getting caught or the severity of the penalty. 
However, if an environment makes it easy to commit a crime and get away with it, then more people will be 
tempted to commit the crime.

Research in this field has shown that once a penalty reaches a certain adequate level, then the risk of getting 
caught has far more impact on whether a person will be deterred from committing a crime. For example, 
most people would regard going to prison for five years is something they would want to avoid. Increasing the 
penalty for a particular crime from five years in prison to 10 years in prison will only have a small impact on the 
number of people who would be willing to commit the crime. What will have a much greater impact is the risk 
of getting caught and the risk of the penalty being applied if the person gets caught.

Review of criminological literature on what works to deter crime finds that there is substantial evidence 
that the increased visibility of law enforcement personnel and allocating them in ways that materially 
heighten the perceived risk of apprehension can deter crimes.197 The literature on crime finds that perceived 
certainty of punishment is associated with reduced intended offending.198 The conclusion is that certainty 
of apprehension and not the severity of the legal consequences ensuing from apprehension is the more 
effective deterrent.199 

In the online world, there are millions of people engaged in dangerous criminal activity that harms other 
people at every moment in time. The more we allow people to have anonymous identities online, where 
nobody knows who the real person behind the online identity is, the harder and harder it becomes for police 
to catch such people. Further, when we allow technology corporations to destroy or conceal evidence of 
serious crimes, the less likely it is for people to get caught. The combination of completely anonymous 
identities, communication channels that police cannot access in any circumstances and technology 
corporations being able to conceal and destroy evidence of serious crimes creates an online environment 
where those wishing to harm others can have a sense of impunity. This encourages higher levels of 
severe criminal behaviour. The higher levels of serious criminal behaviour mean that police can deal with 
a shrinking portion of the online criminal behaviour, which in turn increases the level of people engaged in 
severe criminal behaviour. It becomes a vicious circle.

For general deterrence to work online, people tempted to engage in severe criminal behaviour must be 
given a sense that if they do so, they will be caught.

197 Daniel S Nagin, ‘Deterrence in the Twenty-First Century’, Crime and Justice Vol. 42, No. 1, (August 2013), 201.
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9.		 Theological	Reflections	
The following theological reflections consider the well-being of children and privacy as two aspects relevant 
as we reflect on regulation of the online world to prevent harm to people. These are not the only aspects 
of theology that are relevant. Readers may also wish to consider the relevance our theology of the human 
person more generally to the regulation of the online world. The theology around freedom is also relevant. 
As theologian Eric Stoddart reflects “In Him, we are freed for freedom – but for the freedom to choose to 
suffer for others, freed to resist injustice and freed into a contingent world in which safety is not promised, 
but instead into an unsafe peace.”200 

9.1. The well-being of children
Children are seen as a sign of God’s blessing all through the Old Testament. At the same time, they are the 
first to suffer when sin, deceit, war and famine affect a tribe or city. Achan’s children die as a result of his sin 
(Joshua 7). There are desperately sad and vivid depictions of the suffering of children throughout the Old 
Testament (Psalm 106; Jeremiah 31; Lamentations 1,2 and 4; Joel 3; Amos 2; Zephaniah 1).201 

At the most basic level of survival, the child was the centre of importance for the whole community. Without 
many children, the tribe had no future. The Old Testament texts portray being childless as a great tragedy 
and a punishment from God. The most potent curse Isaiah could invoke upon Babylon was that its women 
would become barren.202 

The child was not seen as an isolated individual but as a part of the community. A significant function in 
life for every member of the tribe was to conform to the shared values and thus ensure the survival of the 
clan.203 It was customary to assume that children were “owned” by their parents. Children could be given 
away or sold by the father.204 

200 Eric Stoddart, Theological Perspectives on a Surveillance Society, Ashgate, Surrey, UK, 2011, 171.

201 Keith J. White, Introducing Child Theology. Theological Foundations for Holistic Child Development, Compassion International, Penang Malaysia, 2010, 28.

202 Ron O’Grady, The Hidden Shame of the Church, WCC Publications, Geneva, 2001, 24.

203 Ibid., 25.
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On the occasions recorded in the gospels when Jesus referred to children, it was always positively and 
protectively.205 When his followers wanted to know who was the most important person in heaven, Jesus 
called a child to him and reminded the followers that children are central to an understanding of faith: 
“Whoever welcomes a child like this in my name, welcomes me” (Matt 18:1-5).206 

The World Council of Churches in their ‘Child Safeguarding Policy’ offers the following theological reflection 
on the where children fit in the scriptures:207 

According to the scriptures, all children are given by God and created in the image of God. God 
cares for them all (Isaiah 49:16). The harm done to children, being precious members of the body 
of Christ (1 Corinthians 12) harms the whole community and breaks communion within the entire 
body of Christ. Those primarily responsible to exemplify love and making misuse of their position 
face grave consequences (Matthew 18:6). 

The church, therefore, welcomes children through the baptism of Blessing (Mark 10:13-16). 
Moreover, Christ upholds children as examples of salvation (Matthew 18:4-5). Children are given 
an active and distinctive role among the believers and among those who hear and proclaim the 
word of God (e.g. Samuel 3). Scripture reminds us to listen to children, nurture their spiritual 
journey and be conscious of signs of danger (2 Samuel 13).

It is the duty and commitment of the church to safeguard and respect all children, not only those 
inside our church community without any discrimination or distinction. Our personal authority and 
responsibility in relation to children is expressed in diakonia, which means self-sacrificial care of their 
spiritual and physical well-being, following the example of Christ (Philippians 2:5-8; Matthew 25).

Each person within the community should be aware of and should carry its personal 
responsibility to exercise their authority and responsibility in the right way and hold each other 
accountable. 

Where abuse is discovered, the legal system takes its own course, and the church must co-
operate with it. At the same time, as the body of Christ, we have a responsibility to:

 Accompany victims, placing them at the centre of our compassion and healing care, and
 Accompany perpetrators towards repentance and restoration.

In May 2020, the World Council of Churches released resources for the spiritual life of churches to address 
sexual violence against children. In their reflection of Jesus’ ministry to children, they stated:208 

Christians believe human beings are created in the likeness and image of God, and they look to 
the example of Jesus to live their lives. All the recorded encounters between Jesus and children 
were kind, gentle and respectful. Children were central to the new social order Jesus initiated. By 
blessing and laying his hands on them, Jesus received children as people in their own right; he 
gave them status, respect, time and dignity (Mark 10:13-16).

Further:209 

This great concern for the spiritual formation of children and the care that Jesus shows children 
in a crowd speak of his great affinity with children and an implicit gentleness and respect. Jesus 
taught us how to make the world more compassionate for children; he also taught about a social 
world in part defined by children. In his words and actions Jesus turned the first-century view of 
children as the property of adults, upside down.

205 Ibid., 25.

206 Ibid., 25.
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208 World Council of Churches, ‘Helping Children Out of the Shadows and Into the Light. Resources for Spiritual Life Addressing Sexual Violence Against Children’,  
 May 2020, 4.
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The Uniting Church in Australia is a member church of the World Council of Churches.

9.2. Privacy 
The Biblical text does not dwell specifically on privacy. There is not a consistent theme with regards to the 
way we would see privacy. The references to privacy or secrecy paint a complicated picture.

As far as we know, privacy was not a significant issue in the cultures in which the Bible was written. People 
lived close to others. It seems likely that for many families, they shared common space for sleeping, bathing 
and other sorts of intimate behaviour. Moreover, most people lived in relatively small communities where 
little could be kept secret. It was only the wealthy that might enjoy what we would regard as privacy.210 

There is an assumption in parts of the Biblical text that people seek secrecy in order to engage in wrong-
doing.211 For example, Ephesians 5:11-13:

Take no part in the unfruitful works of darkness, but instead expose them. For it is shameful even 
to mention what such people do secretly, but everything exposed by the light becomes visible.

Yet at the same time, Jesus asks that when it comes to giving alms and prayer, it should not be done for 
personal glorification and instead might be best done in secret (Matt 6:2-6).212 

Eric Stoddart has argued that Jesus was under political and religious surveillance by the Romans and 
Pharisees. He has argued that Jesus is therefore in solidarity with all those who experience unjust 
surveillance.213 Stoddart has stated of Jesus’s visibility in his society:214 

A prominent narrative theme is his negotiating is his negotiating high visibility (as a miracle 
worker and itinerant preacher) amongst sections of the community whilst maintaining low 
visibility from the gaze of religious and political authorities. However, Jesus is not averse to 
raising his visibility for in the challenge-riposte pericopes he places himself in some considerable 
jeopardy. His hyper-visibility (of transfiguration) is reserved for his closest disciples, but it is 
members of this inner group who are also subject to a deliberate occluding of his identity (in his 
resurrected condition) and his sudden visual invisibility (at the Emmaus table).  

The Church of Scotland, Church and Society Council, offered the following theological reflection from 
Stoddart’s argument:215 

As one who himself knew surveillance, Christ watches the world. He places Himself in solidarity 
with all under surveillance, particularly for those whom the consequences of surveillance may 
be discriminatory. Surveillance from the Cross focuses our attention on the qualities of the One 
watching; One who is with us rather than dominating us.

This understanding of God’s watching over us (surveillance) distances the more imperialistic 
connotations of traditional images. Surveillance from the Cross affirms the possibility that 
21st century surveillance systems can be acts of care. It rehabilitates our language about 
surveillance so that it cannot simply be dismissed as bad. At the same time, Jesus’ solidarity with 
marginalised people turns attention to the ways in which contemporary systems of monitoring 
reinforce (or even create) new forms of injustice and discrimination. 

They concluded:216 

Surveillance from the Cross offers a counter-vision that makes compassion the dominant response. 
We are known not as objects of information but as people enjoying a relationship of divine love. 

210 Mark Roberts, ‘Privacy and God’, 2010, https://www.patheos.com/blogs/markdroberts/series/privacy-and-god/
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Privacy is to be protected because it is a sacred space for becoming all we can be in God.

There are also parts of the New Testament that see the Christian life as something that is to be shared 
within a community. Christians are to “rejoice with those that rejoice” and “weep with those that weep” 
(Romans 12:15).217 

It can be argued from the Biblical text that the eye of God is one of protecting and enabling. It is a gaze that 
is all-encompassing and thus reassuring to the Psalmist (Psalm 139:7-12):

Where shall I go from your Spirit? Or where shall I flee from your presence? If I go up to heaven, 
you are there; if I go down to the grave, you are there. If I ride the wings of the morning, if I 
dwell by the farthest oceans, even there your hand will guide me, and your strength will support 
me. I could ask the darkness to hide me and the light around me to become night - but even in 
darkness, I cannot hide from you. To you, the night shines as bright as day. Darkness and light 
are the same to you.

In this approach omniscience is linked with justice, for knowledge is the basis of compassionate care.218 It is 
not a theology that sees God’s penetrating gaze as merely searching out our sins and seeking our penance.219 

David Lyon offered the following reflection on Psalm 139:220 

First, the knowledge seen in the psalm is relational. It speaks of connectedness, not 
disconnection and of mutual concern. It rejects that which is geared merely to remoteness, 
automation, to the sucking in of personal data to be analysed, combined, mined, traded and so 
on. It rejects the disembodiment of information, insisting that information is always embodied, 
even when this is denied.

Second, the psalm’s knowledge is realist and, again, desires to acknowledge and engage with 
reality. It is dissatisfied with the ‘profile’ or the ‘data double’ and believes that the flesh-and-
blood person originated the data that then refers back to them. This view insists that care, not 
just control, be included in the surveillance picture.

Third, the psalm’s knowledge is based on retrieval. Why ‘retrieval’? Much contemporary 
surveillance is based on a hermeneutic of suspicion that does not trust the person surveilled to 
be truthful. The psalm’s knowledge is willing to retrieve and build on trust, while at the same time 
recognising finitude and proneness to error. Rather than merely making an ‘object’ of what is 
seen, it is also self-aware. While this is true of the divine ‘seeing’ it is also so, in slightly different 
ways, of human surveillance. Given the human proneness to deceive and distort, some suspicion 
is warranted in surveillance systems. But if it is to be anything like ‘God’s eye’ in Psalm 139, it 
has to be tempered by trust. 

James Harding221 has responded to Psalm 139 by having argued that it should temper our trust in 
surveillance. He points out that the Psalmist calls on God to slay the wicked (Ps 139:19). He argued:222 

For all its ostensible benevolence, the omniscient of god is celebrated by a psalmist who 
recognises it as a powerful rhetorical tool for purging the ranks of dissent. He sings of a divine 
power of surveillance while simultaneously calling for the death of those who do not embrace the 
articles of faith that reaffirm that power. And in doing so, the psalmist gives voice to the biblical 
equivalent of that most deceitful justification of surveillance: “only those who have something to 
hide, having nothing to fear.” But what we actually have to fear are the zealots, the ideologues, 
and the opportunists who not only have powerful tools of surveillance at their disposal but also 

217 Mark Roberts, ‘Privacy and God’, 2010, https://www.patheos.com/blogs/markdroberts/series/privacy-and-god/
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sacrosanct ideologies that excuse the misuse of those tools with the promise of something 
more caring in the future. And in this respect, we should be gravely concerned about those 
who, using metaphors and narratives drawn from the bible to discourage critical suspicion of 
surveillance and to advocate “trust”, inadvertently become apologists for those who are all too 
willing to utilise the tools of surveillance for personal and political advantage. Let the psalmist 
sing of god’s benevolent omniscience, but remember that his chorus calls for your murder if you 
don’t share his faith in the divine. And remember too that what in this regard is true of those who 
laud the care of “divine ‘seeing’ […] is also so, in slightly different ways,” of those who laud the 
care of “human surveillance”. The issue here is not a spectrum of “care to control”, but of care 
becoming control’s ruse. 

It can be argued that knowledge about persons must also be knowledge amongst persons; it is relational 
in the sense that it engenders solidarity. It can be further argued that the relational is deficient in the ‘virtual 
gaze’ of surveillance.223  

For some theologians, it is the crucified God who frames surveillance as care for us. In this theological 
perspective, monitoring is acceptable if it is motivated by the care of others, in the way God cares for us. 
However, surveillance is not acceptable for the purposes of domination and control.224 

223 Eric Stoddart, Theological Perspectives on a Surveillance Society, Ashgate, Surrey, UK, 2011, 31.

224 Ibid., 42.
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10. The Uniting Church’s response so far to Child  
  Sexual Abuse and the Online World
The Uniting Church in Australia nationally has had a strong focus on responding to cases of child sexual 
abuse within the Uniting Church’s own operations, but less on child sexual abuse in the broader community.

The most explicit statement opposing all sexual abuse was made by the 1991 Assembly meeting:

 91.18.1/2 The Assembly resolved:  

 To receive the report (of the Commission for Women and Men)

 (a) That sexual violence be deplored as a sin against God and humanity.

 (b) That it be recognized that the origin of sexual violence lies in the practice of inequality  
  of the sexes;

 (c) That it be confessed that sexual violence is disturbingly frequent within the Uniting Church  
  community as it is in the wider community;

 (d) That it be acknowledged that in the past, the church has often made inappropriate  
  responses or no response to victims/survivors of sexual violence. This has been  
  experienced by many as a further violation;

 (e) That the church be committed to hearing the voices of those who are victims of sexual  
  violence;

 (f) That the actions of people who work for the end of such violence and who support its  
  victims/survivors be supported;

 (g) That the urgent need for the church community to become part of a “network of prevention”  
  in the area of sexual violence be recognized;

 (h) That the publication “The Pastoral Report to the Churches on Sexual Violence Against  
  Women and Children of the Church Community” be commended to presbyteries and  
  parishes as a guide for study and action.

This resolution committed the Uniting Church to hear the voices of survivors of sexual abuse and to be part 
of broader efforts to prevent sexual violence. 

The Royal Commission showed that for too long, these harmful acts took place in the dark with 
survivors being dismissed or silenced. It is only by continuing to speak openly and honestly 
about the abuse and its impacts that there can be growth for survivors and communities and 
ongoing diligence in protecting children into the future.

Dr Deidre palmer 
President 

Uniting Church in Australia Assembly

Letter to accompany Liturgy of Acknowledgement and Lament 
26 June 2019 
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There is an explicit statement opposing child sexual abuse from the Uniting Church National Assembly 
Standing Committee meeting of March 2013 (ASC Minute 13.07.03): 

The sexual abuse of children is criminal behaviour that is totally abhorrent and unacceptable.

The National Assembly has issued a Uniting Church values statement concerning the Royal Commission 
into Child Sexual Abuse:225 

The Uniting Church believes that God has given us the gift of the Spirit to “constantly correct 
that which is erroneous” in our life (Basis of Union, Para 18). Therefore, we will not hide from the 
truth, however painful that may be, and we will seek, with compassion and humility, to address 
whatever issues and challenges may emerge for us. We will say “sorry” to anyone who was 
sexually abused when in our care and, in consultation with those so affected, actively seek for 
ways to make amends for what happened in the past and identify how we can best offer support 
into the future. In all of this we are guided by the Word of God, remembering the teaching of 
the Apostle Paul: “Whatever is true, whatever is honourable, whatever is just, whatever is pure, 
whatever is pleasing, whatever is commendable... think about these things” (Philippians 4:8).

From the beginning of our life together as the people of God within the Uniting Church in 
Australia, we have sought through prayer, and a spirit of consensus, to discern what it means 
to confess Jesus as Lord and Head over all things (Basis of Union, Para 3). At the time of 
Inauguration, the Assembly spoke to the nation in a statement that has guided and encouraged 
us ever since to be a church that honours Christ in all that we say and do. The statement 
declared, in part, that “we affirm our eagerness to uphold basic Christian values and principles, 
such as the importance of every human being, the need for integrity in public life, and the 
proclamation of truth and justice... We pledge ourselves to seek the correction of injustices 
wherever they occur” (Statement to the Nation, National Assembly, June 1977).

To adopt such a stance in the life of our nation means that we must be willing to examine our 
own motives and behaviour and be open to accept the close scrutiny of others. In that regard, 
the Uniting Church welcomes the decision of the Federal Government to establish a Royal 
Commission on the sexual abuse of children in both public and church institutions and pledges 
itself to cooperate fully and honestly with the process the Commission will implement. The sexual 
abuse of children is criminal behaviour that is totally abhorrent and unacceptable.

The Synod of Victoria and Tasmania has three resolutions explicitly addressing child sexual abuse. The first 
is from 1993 and urges the Victorian Government to adopt measures to prevent the sexual abuse of women 
and children and to assist survivors of sexual abuse:

 93.4.3.5 The Synod resolved:

 That the Victorian Government be requested to provide for the protection of women and children 
from rape, domestic violence and incest by:

 (i) Developing and maintaining long term programs of preventative community education.

 (ii) Requiring the Department of Public Prosecutions to provide information and advice to victims.

 (iii) Collecting and publishing accurate information concerning sex crimes.

 (iv)  Enhancing education for police officers, in particular for the officers of the Uniform and  
  Community Policing Unit, so that they better understand and can better implement codes of  
  practice for sexual assault victims.

 (v)  Increasing support for victims of sexual assault by resourcing programs specializing in  
  offering services to victims.

 (vi)  Encouraging and resourcing research and education designed to assist judges in  
  sentencing, particularly sentencing involving crimes of sexual assault.

225 https://assembly.uca.org.au/rcvalues
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The second is from 1994, calling on the Victorian Government to take a holistic response to child sexual 
abuse in the community:

 94.2.4.1  The Synod resolved:

 (a) That the Synod call on the Victorian Government to provide additional funding for  
  preventative services to assist children “at-risk” of child abuse.

 (b) That the Synod requests the Victorian government to develop a “holistic” strategy to  
  respond to child abuse which ensures that once reports are investigated that families  
  receive long term support.

 (c) That the Synod encourages Ministers and Parish leaders to attend the “Strengthening  
  Vulnerable Families” day and/or use the resources developed.

The third is from 2011 and explicitly addresses online child sexual abuse, calling on the Federal Government 
to adopt measures to deter online child sexual abuse, increase its detection and resource police to address 
all cases where Australians are involved in online child sexual abuse:

 11.6.18.2.4 The Synod resolved:

 (a) To call on the Federal Government to adequately resource the Australian Federal Police  
  to investigate all cases of online child sexual abuse where either the perpetrator or the  
  victim is Australian;

 (b) To call on the Federal Government to require Internet Service Providers (ISPs) to take action  
  to assist in combating the sale, transmission and accessing of child sexual abuse images,  
  which are always produced through human trafficking, forced labour, slavery or other means  
  of manipulation and coercion. To that end, the Federal Government is requested :

    To leave the IT industry in no doubt that they have a legal obligation to report clients  
   accessing child sexual abuse material when they detect it, regardless of privacy  
   legislation; and

    To legislate to require ISPs to block client access to all websites that contain  
   material classified as ‘Refused Classification’, regardless of where such sites are  
   hosted, and to log attempts by clients to access child sexual abuse sites and  
   provide this information to the authorities for investigation;

 (c) To call on the Federal Government to urge those countries that have not yet criminalised the  
  production, distribution, use and possession of child sexual abuse material to do so; and

 (d) To write to the Prime Minister, the Minister for Home Affairs, the Minister for Broadband,  
  Communications and the Digital Economy, the Leader of the Opposition, the Shadow  
  Minister for Home Affairs, the Shadow Minister for Broadband, Communications and the  
  Digital Economy, and the Leader of the Greens to inform them of this resolution.

In this resolution, the Synod resolved that technology corporations should be required to report all cases 
of their clients accessing child sexual abuse material regardless of privacy legislation. However, it should 
be noted that existing privacy laws do not require companies to conceal when clients are accessing child 
sexual abuse material or engaging in other serious criminal behaviour.

The Uniting Church in Australia, both at the national and Synod level, have not adopted any resolutions 
on the right to privacy, beyond broad support for international human rights instruments. The international 
human rights instruments themselves require that rights be held in balance. The right to individual privacy in 
these instruments does not provide an absolute shield behind which a person may engage in child sexual 
abuse or other severe harms of other people.

In addition to its own positions, the Synod should be mindful of the positions adopted by the ecumenical 
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bodies that it is a member of. The World Council of Churches (WCC) has taken a position that:226 

All children have a right to be safe at all times, and that all children have equal rights to 
protection from all forms of violence, coercion, exploitation and abuse, regardless of their 
gender, nationality, religious or political beliefs, family background, economic status, legal status, 
ability, physical or mental health or criminal background. Any form of child abuse or exploitation 
is unacceptable.

Further:227 

The WCC recognises the United Nations Convention on the Rights of the Child (UNCRC), and its 
guiding child rights principles. The UNCRC is the main international human rights convention for 
children. It has four guiding principles: 1) survival and development; 2) best interests of the child; 
3) non-discrimination, and; 4) children’s participation.

In 2017, the WCC encouraged its member churches to commit to “contribute to ending violence against 
children and adolescents in society at large.”228 

The WCC stated:229 

Churches have the capacity to cultivate a supportive society that respects children as persons 
with inherent bodily integrity and strengthens child-protection mechanisms along with other 
partners – including other faith groups, local institutions, government and children and 
adolescents themselves. 

The WCC invited member churches to commit to:230 

 Challenge behaviours and attitudes towards children and adolescents that can cause harm and 
violence; promote community awareness and education about the risks and consequences of 
violence against children and adolescents;

 Advocate with local and national authorities for effective prevention of violence against children and 
adolescents, requesting that they provide services to protect children and adolescents from violence 
(e.g. helplines); and

 Advocate for and join campaigns that raise awareness and challenge violence against girls, boys 
and women. 

In November 2018, the WCC Executive Committee urged:231 

WCC member churches and ecumenical partners to condemn or reiterate their condemnation 
of sexual and gender-based violence and of any form of violence against women, children and 
vulnerable people; to declare such violence a sin; and to make constructive efforts to overcome 
the attitudes that predispose to such violence, including by the development of clear sexual 
harassment policies that clearly spell out consequences for such harassment.

Encourages WCC member churches and ecumenical partners to continue working with local 
organisations and groups in opposition to all forms of sexual and gender-based violence and 
offering support including trauma healing for women, girls, and others vulnerable to such 
violence in their communities.

The WCC has no statements or policies that member churches should promote online privacy.

226 World Council of Churches, ‘Child Safeguarding Policy’, 2018, 4.
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11. Interaction in the Online World – Distortion  
  of Behavioural Norms
There has been a growing body of behavioural science research showing that our interaction with technology 
changes our behaviour as people. This branch of psychology has been labelled cyber-psychology.232 Clinical 
psychologist Michael Seto has stated concerning our engagement with the online world as a result of the 
technology companies rolling out products that have not been tested for their behavioural impact. He stated 
“We are living through the largest unregulated social experiment of all time….”233 

Our instincts have evolved to handle face-to-face interactions, but once we go into cyberspace, these 
instincts fail us. We are impaired as if we have been given the keys to the car but do not know how to drive. If 
you spend time online, you are likely to encounter a far greater variety of human behaviour than you ever have 
before – from the vulnerable to the criminal, from the gleeful and altruistic to the sadistic and murderous.234 

Some aspects of internet psychology have been studied since the 1990s and are well known and 
documented. The effect of anonymity online (the ability to hide who you are from others in the online world) 
– or perceived anonymity – is one example. It is the modern-day equivalent of that superhero power of 
invisibility. It has been found to fuel online disinhibition, that is doing whatever you feel like as you are not 
worried about the disapproval of others. Disinhibition is fed by the perceived lack of authority online, the 
sense of anonymity as well as the sense of distance or physical removal from others.235 

Psychologist Jamil Zaki points out that anonymity tempts people to “try on cruelty like a mask, knowing it 
won’t cost them. It does, of course, cost their targets.”236 

Human behaviour is often amplified and accelerated online.237 

Not all the impacts of the online world on human behaviour are negative. Altruism, for example, is amplified 
online, with people often being more generous and giving in cyberspace than they are face-to-face. This 
has been seen in the enormous growth in online crowdfunding.238 

232 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 4.

233 Ibid., 16-17.

234 Ibid., 12.

235 Ibid., 21.

236 Jamil Zaki, ‘The War for Kindness. Building Empathy in a Fractured World’, Robinson, 2019, 148-149.

237 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 5.

238 Ibid., 5.



Well-Being in Cyberspace

54 Justice and International Mission Cluster, 
 Synod of Victoria and Tasmania, Uniting Church in Australia

Another known effect of cyberspace is that people can be more trusting of others they encounter online, 
and can disclose information more quickly. This leads to faster friendships and quicker intimacy, but it also 
means that people tend to feel safe when they aren’t.239  

Due to the ‘online disinhibition effect’, as it is known, individuals can be bolder, less inhibited, and 
judgement impaired. Almost as if they were intoxicated. In this less-inhibited state, like-minded people can 
find one another quickly and easily, under a cloak of anonymity.240 Cyber-psychologist Mary Atkin states 
about this behavioural amplification:241 

But there are many incidences of risky behaviour becoming riskier online, especially 
pathological and criminal behaviour. Here’s an example of what I mean: A stalker in the real 
world typically focuses on one victim at any given time, but a cyberstalker can stalk multiple 
victims simultaneously because technology makes that possible. Cyberstalking is considered 
an evolution of a real-world criminal behaviour. Cyberspace is a breeding ground for mutations. 
Real-world behaviour migrates there and escalates or accelerates. This can sometimes have 
serious implications in the real world.

The online world has been shown to reduce people’s empathy for others. Countries with higher Internet 
usage also have lower average levels of empathy. People who spend more time on the Internet, social 
media or gaming platforms report more significant trouble understanding others.242 

Example of the online world reducing empathy243 

Iraqi artist Wafaa Bilal in the US invited people to shoot him with a remotely operated paint gun. 
His brother, Haji, had been killed by a remotely operated drone-directed missile in 2004. He set 
up an all-white living space in Chicago’s Flatfile Gallery with nothing but a bed, a small computer 
desk, and a paintball gun. It was mounted on a small turret that could be controlled by remote 
users, with a webcam affixed on its barrel. Users could log on, aim, and fire as many times as 
they liked. Bilal turned it on and stayed in the room for the next 30 days.

During that time, the gun was fired around 60,000 times, or once every 45 seconds. Bilal took 
shelter behind a Perspex barrier while he tried to sleep. The paint gun kept firing even while he 
tried to sleep. Dozens of shooters vied for control of the paint gun at the same time. Demand 
to use the weapon crashed the servers. People shot at Bilal from 138 countries. They wrote 
comments like “die terrorist”.

While some of these people would have probably shot Bilal face-to-face with a paint ball gun, it 
is probably safe to assume the majority only did so due to the distance of the internet and the 
safety of anonymity.

 
The online world has made it much easier for like-minded people to find each other than relying on running 
into such people in the real world. This is positive when it means people share hobbies or support each 
other, such as ‘stay-at-home-mums’. Millions of people with rare diseases have been able to go online 
and join Facebook groups and message boards such as RareConnect.org. Sufferers from such illnesses 
can share tips on managing symptoms, dealing with insurers, and exploring new therapies. Online illness 
communities are wells of mutual empathy and understanding. Rare illness sufferers who feel isolated, 
judged, or just “different” find solace in people they will never meet in person.244 However, it has also made 
it easier for people with disturbing or harmful interests to find each other. They are free from any social 
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disapproval that may have previously inhibited their behaviour. 

We all are subject to socialisation. Socialisation is the process where we acquire our attitudes, values, 
beliefs and behavioural patterns in conformity with the demands of the society or group to which we belong 
to.245 Successful socialisation of a person is marked by acceptance of the society or group the person is 
part of. Anyone who has joined a hobby or interest group or a church congregation knows that each such 
group has its own culture, its own accepted norms in the group. You will often modify your behaviour to fit 
in. This has a downside, as behaviours that were initially troubling to you, or made you feel uncomfortable, 
may start to feel normal over time.246 

In the online world, people with very disturbing or harmful behaviours are often able to forms groups that 
amplify the problematic behaviour. They are free from being challenged by the wider society. There are 
many civil liberty organisations that champion total online freedom.

You can easily stumble upon a behaviour online and immerse yourself in new worlds and new communities, 
becoming cyber-socialised to accept activities that would have been unacceptable just a decade ago. The 
previously unimaginable is now just at your fingertips – just waiting to be searched.247 

One of the powers of the cyber environment is its ability to deceive and delude. It attracts vulnerable 
individuals into strange communities where their desire for acceptance becomes an obsession.248 

Cyber psychologist Mary Aiken has pointed out that children aged four to 12 years old are the group most 
vulnerable to harm on the Internet as users. They are naturally curious and want to explore. They are old 
enough to be competent with technology. But they are not old enough to be wary of the risks online. More 
importantly, they do not yet understand the consequences of their behaviour there.249 She has stated that 
the Internet: “As a playground for adults, it has been compared to the Wild West. As a playground for 
children, it is entirely unsuitable.”250 

Professor of Psychology at Rider University, John Suler, has said of letting children access the internet 
without restriction: “You wouldn’t take your children and leave them alone in the middle of New York City, 
and that’s effectively what you’re doing when you allow them to go into cyberspace alone.”251 

Police have pointed out that children online may not yet have the maturity, tools and skills to differentiate 
between online friendships and online sexual abuse.252 

When a child is playing an online multiplayer game, they are leaking vast amounts of information about 
themselves into cyberspace. Information that is useful to predators. The child’s use of language can 
give away their age. The length of time the child plays uninterrupted can provide an indicator of parental 
supervision. How late the child can stay up can also hint how much parental supervision there is. What 
times the child is online will help locate where they are and what the family routine is.253 

If a predator plays online with a child over time, they can figure out where the child lives. Eventually, they will be 
able to determine or estimate the child’s level of social isolation. If the child is a loner, they are more likely to be 
vulnerable to approaches from the predator. The child’s emotional stability can be judged by how they react to 
engineered scenarios in which they are put under pressure during the game – a way to test their resilience.254 
The predator will be able to see if the child is upset easily, if they are volatile or reckless. The predator will try to 
figure out if the child is home alone, or what time of day the parents are likely to be gone. All of this information 
is available to a potential predator before a one-on-one personal conversation begins with the child.255 
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A young child can be influenced, brought along slowly, by complimenting them on their exceptional playing 
style, giving them a support network, and asking them to join a permanent team in a multiplayer game. 
Sometimes predators hunt in packs and will have a team they invite the child into where they pretend they 
do not know each other.256

Psychologists are also aware of the bystander effect. The bystander effect is a behavioural effect where the 
higher the number of people who witness a crime or an emergency, the less likely it is that any of them will 
feel responsible for responding. When a person is part of a large group, everybody thinks that someone else 
will take action.257 In the online world, that has resulted in people being far less likely to respond to seeing 
others being bullied or trolled through comments posted online. They assume lots of other people are 
looking and someone else with intervene. 

The online world has also driven up people’s access to legal pornography. One site, Porn Hub, had 
pornographic videos watched 87 billion times in 2015 – the equivalent of 12 videos per person globally.258 

Children producing sexualised images of themselves and sharing them electronically, known as ‘sexting’, 
has also significantly increased. In 2014 one survey in the US found that half of all teenagers in the US had 
sent a sext.259 Sexting has contributed to the proliferation of online child sexual abuse material, as self-
produced images can be used by abusers to extort more images from the child.260 

In the online space teenagers often exhibit a lack of concern for privacy. Paradoxically, usually in the real 
world, many teenagers are self-conscious and seek privacy. Online even teenagers who are well versed 
in the dangers and have read stories of identity theft, sexual extortion, cyberbullying, and cybercrimes 
continue to share personal information as though there is no risk.261 

Individuals behave differently when part of a group than when they are alone. It has been proven that 
teenagers, in particular, can be judgement-impaired when in groups of peers, known as the risk-shift 
phenomenon. Teenagers in groups engage in riskier behaviour.262 Large groups of teenagers online, 
connected by social networks, are likely to behave in riskier ways. They will also feel more peer pressure the 
larger their online social group is.263 

The disinhibited impact of the online world has also resulted in a substantial increase in online-dating-related 
rape. People seeking an online romantic partner online are more likely to engage in conversations that quickly 
become sexual in nature, which can lead to ‘misdirected expectations on the first date in real life.264 

The disinhibited effect of the online world has led to an increase in infidelity in societies that have higher 
access to the Internet. The distance the online world creates makes it easier for a person to distance 
themselves from their actual behaviour and deception. It reduces a sense of guilt if the infidelity only 
happens online. However, the online world also offers numerous sites for people seeking extra-marital 
affairs to connect with each other, which was much harder to do in the times before the internet.265 

The anonymity online and the difficulties that police face have also created new norms of criminal 
behaviour online. For example, while few people would engage in shoplifting or other forms of theft in the 
physical world, hundreds of millions of people happily engage in online theft through illegally downloading 
stolen movies, videos and software. Ethically, there is little difference between theft in the physical world 
and theft online.266 
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12. The role Technology Companies are playing in  
  facilitating Online Harm 

“From its earliest days, the internet has been weaponised against children around the world. 
From its earliest days, the technology sector has been negligent in ensuring that their platforms 
are not sued to post child sexual abuse images. From its earliest days, the technology sector 
has profited while turning a blind eye to the horrific action of millions of their users around the 
world. This shameful behaviour must end. We must reclaim our online communities and hold the 
technology sector responsible for their actions and lack of action.”267 

Professor Hany Farid, Electrical Engineering & Computer Sciences and the School of Information, 
University of California

 
A handful of large multinational corporations dominate the online world and can flex monopolistic power. 
People across the globe use Google for 90% of their searches. Of all Internet-using adults under the 
age of 30, 95% are on Facebook. Google and Facebook together receive around 90% of the world’s 
new advertising spending. Google and Apple’s operating systems run on all but 1% of all mobile phones 
globally. Apple and Microsoft supply 95% of the world’s desktop operating systems.268 

The market capitalisation of the five so-called FAANG companies – Facebook, Apple, Amazon, Netflix, and 
Google – now exceed the economy of France. As the big five have gotten bigger, the rest of the economy has 
suffered. Over the past two decades, as Big Tech has grown, more than half of all publicly listed firms have 
disappeared.269 

These corporations have used their size to crush or absorb competitors and to commandeer the personal 
data of the people using their services. In the case of Google, Facebook and Amazon, they have used the 
data they have harvested from people for their own benefit in the form of highly targeted advertising.270 

With their size and power, these giant multinational corporations can defy governments, parliaments, police 
and courts. For example, they have lobbied hard to keep their tax loopholes.271 

As pointed out by Professor Alan Rozenshtein, these corporations hold a large degree of discretion when 
processing requests from law enforcement agencies. They can use discretion to slow down the processing 
of requests by insisting on proceduralism and in minimising their capacity to respond to legal requests by 
implementing encryption.272 

This discretion means these corporations determine, at least in part, government agencies access to 
information about our personal relationships, professional engagements, travel patterns and financial 
circumstances. At the same time, they impact on government’s ability to prevent terrorism, the rape of children, 
solve murders and locate missing children. These corporations are now responsible for decisions that have 
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significant consequences for our privacy on the one hand, and our safety and well-being on the other.273 

US technology corporations not taking responsibility for what is posted on their platforms has been 
assisted by US law. The US Communications Decency Act of 1996 protects technology corporations from 
any consequences of what is published on their platforms. They are not held responsible for the material on 
their platforms because they are not deemed to be a “publisher or speaker”.274  

The JIM Cluster takes the view that when encountering evidence of serious criminal activity, the people running 
any business would report the evidence of the illegal activity and absorb the cost of doing so. For example, 
if a rental car business found evidence of bloodstains in one of their vehicles suggesting it had been used in 
a violent crime, the Synod would expect that the people running the business would report the evidence and 
preserve it. They would not clean the car and destroy the evidence. Or if a train company recorded the rape of 
a child on their service through CCTV, then the Synod would expect that the people running the train business 
would voluntarily hand over the footage and assist in identifying the rapist to police. The Synod would not 
expect the train business to seek to uphold the privacy rights of the rapist and hinder the police investigation by 
wiping the CCTV footage. Unfortunately, the people running multinational technology businesses often appear 
to fail to live up to this standard, even resisting assisting police when court orders have been issued.

The need for social media and online technology corporations being required to assist law enforcement by 
force of law is being increasingly recognised globally. For example, the International Centre for Missing and 
Exploited Children found 79 governments out of 196 now had laws requiring ISPs to retain digital user data 
to ensure access to data to prosecute child sexual abuse offences.275 

The key concerns we have with the technology corporations are:

 The lack of inherent safeguards in the products they have created and promote;
 Destruction of evidence of human rights abuses without reporting it to law enforcement agencies;
 Claiming that data is not located where the user of their service is, which forces police to have to 

seek warrants from overseas courts, which can take over a year;
 Not preserving evidence of human rights abuse by allowing users to destroy evidence they have 

previously posted;
 Obstructing reasonable requests from police investigating human rights abuses through the use of 

court processes in cases where it is clear there are serious human rights violations occurring;
 Not responding quickly enough in removing posts where people are organising human rights abuses 

or terrorist attacks; and 
 Tipping off human rights abusers they are under investigation when law enforcement presents a 

warrant for information about the person unless forbidden from doing so by a court.

There are online technology corporations that have an ideological position that the privacy of their clients 
is paramount. The position leads them to be reckless in designing services that frustrate efforts of police to 
stop child sexual abuse, terrorism and other dangerous criminal activity.

Other online technology corporations and their management argue they will only assist police to the extent 
that they are forced to do so by the law. For example, Simon Hackett, the managing director of Internode 
in 2011, appeared to publicly state that his company would only assist police in combating severe criminal 
activity to the extent that the law requires them to do so:276 

I can’t figure out why people keep thinking ISPs have any interest in forcing their customers to do 
things against their will, without the ISP being legally required to do so. What is it with that? You 
don’t think we have better things to do with our time and money than to spend millions of dollars 
imposing transparent packet interception equipment just for kicks?
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Further:277 

We hope that the government won’t repeat its previous activity in this realm, of framing ISPs who 
don’t act ahead of, and in the absence of the protection of, some new or existing law as being 
supporters of the ‘bad guys’. We are, of course, not ‘supporters of the bad guys’. But we’re also 
not disposed to take actions to impact our customers’ Internet services that are not (yet) the 
subject of any form of legal direction to do so.

Facebook’s policy on retaining evidence of criminal activity on its platform seems reasonable:278 

Information we receive about you (including financial transaction data related to purchases made 
with Facebook) can be accessed and preserved for an extended period when it is the subject of 
a legal request or obligation, governmental investigation or investigations of possible violations 
of our terms or policies, or otherwise to prevent harm. We also retain information from accounts 
disabled for term breaches for at least a year to prevent repeat abuse or other term breaches.

However, despite being part of the same multinational corporation, Whatsapp does not make clear how 
long they will preserve data related to the serious harm of others for criminal investigation for.279 

By further contrast, Google makes it less clear they will preserve and report actionable child sexual abuse 
material in all cases:280 

Do not upload or share content that exploits or abuses children. This includes all child sexual 
abuse imagery (even cartoon images) and all content that presents children in a sexual manner. 
We will remove such content and take appropriate action, which may include disabling accounts 
and reporting to the National Center for Missing & Exploited Children (NCMEC) and law 
enforcement.

We were unable to identify any part of Google’s policies that state how long records of removed content 
that involve criminal activity would be retained for. 

Multinational ICT corporations have also acted to frustrate the efforts of law enforcement. For example, 
Brian Lee Davis in the US confessed to owning hundreds of digital photos and videos that showed young 
children being raped. In July 2017 he was sentenced to a decade in a US state prison. Police sought to 
pursue the entire child sexual abuse network he had been part of. Police investigators were unable to 
access emails that could have helped them identify victimized children and track down the offenders 
Mr Davis admitted to contacting. Although Google tipped off police about the child abuse files that had 
crossed its network, the corporation refused to give them access to his gmail account, even though police 
had a search warrant.281 

Google’s argument was reported to be that the data was “out of jurisdiction.” Some of the data in that 
gmail account were stored on Google servers outside the United States and, since a court ruling in 2016, 
technology companies were not required to turn over that information. 

This highlights the problem where technology corporations can frustrate police investigations by choosing 
where they say the online data is physically located. Such a choice can be arbitrary, at the total discretion of 
the technology corporation.

The 2016 US court ruling flowed from a case in 2013 where Microsoft refused to help federal agents in an 
investigation of drug traffickers, denying them access to emails on computer servers in Dublin. Microsoft’s 
lawyers argued that the 1986 US Stored Communications Act did not give police the right to seize 
information stored in another country without that foreign government’s approval.
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The company eventually won before the federal appellate court in New York on 14 July 2016. The ruling said 
the Stored Communications Act does not give American judges “extraterritorial” powers, and that therefore 
they cannot grant search warrants that reach outside the United States. A US judge could not demand 
that a company give up a video held on a European machine, for instance, even if it documented a crime 
committed by one American against another on American soil.282 

Following the legal decision, major technology corporations such as Microsoft and Yahoo defied judges’ 
orders in criminal investigations, refusing to turn over potentially crucial digital evidence of crimes. Their actions 
impeded hundreds of criminal investigations, according to public testimony to Congress and interviews with 
law enforcement officials by CNN.283 These cases include human trafficking, drug smuggling, and fraud.

Another example was the terrorist attack carried out by Sayed Rizwan Farook and Tashfeen Malik. They 
attacked the Inland Regional Centre in San Bernardino, California, on 2 December 2015 murdering 14 
people and injuring a further 22. After the attack, the FBI wanted access to the iPhone 5C issued to Farook 
for his job as a San Bernardino County health inspector. The phone was found in his car after the shootout 
with police that left him and his wife dead.284 Although FBI agents managed to piece together much about 
the couple, they wanted to review the contacts, messages and other information on the phone. The FBI 
hoped it would help answer whether the killers had accomplices and if additional attacks were planned, 
among other questions. Worried that Farook had activated a security feature making an iPhone inoperable 
after 10 failed attempts to enter a four-digit security code, agents approached Apple for assistance in 
getting into the device. Until the correct security code is entered, Apple’s encryption software keeps the 
contents of the phone scrambled. Agents wanted Apple to write a new operating system that would bypass 
the 10-attempt limit on the security code and other security measures. With this done, agents then planned 
to use a computer program to churn through the 10,000 possible passcodes until they hit upon the right 
one. Apple refused the request, and the FBI sought a court order. The judge granted prosecutors’ request 
for an order forcing Apple to help but delayed making a final decision until after the two sides had a chance 
to make their case. Apple told the court in response to the FBI wanting to check that another terrorist attack 
was not planned “Such conscription is fundamentally offensive to Apple’s core principles and would pose 
a severe threat to the autonomy of Apple and its engineers.”285 Further, The New York Times reported that 
even if the court ordered Apple to unlock the phone, Apple employers would have refused to comply with 
the court order. Refusal to comply with a court order points to a disturbing culture at the company that its 
employees are not accountable to the rule of law.286 In the end, by late March 2016 the FBI employed a third 
party at an undisclosed cost to hack the phone and gain access to the data287, an undesirable solution to 
the problem of a multinational technology corporation deciding it had the right to determine that the desire 
to protect the security of its system for users outweighed the risk that further terrorist attacks might be 
being planned. It appears Apple has now taken measures in its latest models to defeat any similar future 
attempts by law enforcement agencies that might be used to gather information to prevent child sexual 
abuse, terrorist attacks or dangerous criminal activities.288 

The case also highlights the problem of allowing for every request to be contested by the multinational 
technology businesses in the courts. It was over three months between the terrorist attack and when 
the FBI finally gained access to the phone. The court process would have still continued had not the FBI 
resorted to the hacking. This would not be an acceptable timeframe if the phone contained information 
about additional terrorist attacks planned by others. 

However, Apple’s commitment to user privacy quickly melts away when their profits are at stake. Apple 
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complied with the Chinese Government requirement to move all of its iCloud data centres for Chinese 
customers to the Chinese mainland. The data centres would be run by a local company that doesn’t need 
to comply with US laws about data protection.289  

In the case of the murder of Lucy McHugh, aged 13, Facebook refused to allow UK police access to 
Lucy’s account to determine what was communicated between her and her murderer Stephen Nicholson, 
aged 25. Facebook’s resistance was despite pleas from Lucy’s mother that Facebook co-operate with 
the police.290 Lucy from Southampton was found in woodland at Southampton Sports Centre after being 
stabbed to death on 25 July 2018. Stephen Nicholson, a family friend who was staying in Lucy’s home 
until shortly before her death. He was questioned on suspicion of murder and sexual activity with a child 
but twice refused to give detectives his Facebook password.291 Mr Nicholson was sentenced to 14 months 
imprisonment over his refusal to hand over the password to his account. Failing to cooperate with police is 
an offence under the UK Regulation of Investigatory Powers Act. Facebook argued that it would only grant 
UK police access to Facebook accounts if compelled to do so by a US court.292 Facebook insisted on a 
Mutual Legal Assistance Treaty request, which would have taken many months to complete.293 We were 
unable to find any reports if Facebook granted police access to Ms McHugh’s account. If not, then this 
raises serious concerns that the corporation treats user data as its own. Given the clear desire of the parent 
of the murdered child for Facebook to co-operate with police, Facebook should have granted police access 
to Ms McHugh’s account. The case highlights the need for laws that allow law enforcement agencies to 
work quickly in the interests of justice and avoid overly long and complicated legal processes. Facebook 
received sharp public criticism for its accessing user data to target advertising at them while claiming to 
protect user privacy in the case of a murdered child.294 

Police were finally able to access Stephen Nicholson’s Facebook account just before his trial, but by that 
time of the evidence of his messages to Lucy had been destroyed.295 The media report does not indicate 
who destroyed the evidence.

Stephen Nicholson was convicted of the rape and murder of Lucy McHugh in July 2019.296 He was 
convicted on three counts of rape. He was also convicted of sexual activity with a 14-year-old girl in 2012, 
who he had taken to the same woodland where he later murdered Lucy.297 Mr Nicholson told police that 
Lucy had sent him a message the night before he murdered her, saying she was pregnant.298 After luring her 
to woodland, Mr Nicholson stabbed her 11 times in the neck in a pre-meditated attack. It was later found 
that Lucy was not pregnant.299 

However, it needs to be noted that technology corporations do often comply with warrants and subpoenas. 
Facebook received 32,716 requests for information from US law enforcement agencies between January 
2017 and June 2017, covering 52,280 user accounts and included 19,393 search warrants and 7,632 
subpoenas.300 In the same period, Google received 16,823 requests regarding 33,709 accounts, and Twitter 
received 2,111 requests regarding 4,594 accounts.301 Each corporation produced at least some information 
for approximately 80% of requests.302 

289 Rana Foroohar, ‘Don’t Be Evil. The Case Against Big Tech’, Allen Lane, UK, 2019, 11.

290 Shehab Khan, ‘Lucy McHugh: Murdered schoolgirl’s mother urges Facebook to give suspects’ password to police’, The Independent, 4 September 2018,  
 https://www.independent.co.uk/news/uk/crime/lucy-mchugh-mother-facebook-password-urges-police-stacey-white-stephen-nicholson-a8521761.html

291 Ibid.

292 Alex Hern, ‘Why won’t Facebook give access to Lucy McHugh murder suspect’s account’, The Guardian, 6 September 2018,  
 https://www.theguardian.com/uk-news/2018/sep/05/why-wont-facebook-provide-access-lucy-mchugh-suspect-account

293 Ibid.

294 Mick Hume, ‘Facebook’s two-faced bosses show disregard for murdered Lucy McHugh’s case as they protect his suspected killer’, The Sun, 6 September 2018,  
 https://www.thesun.co.uk/news/7188577/mick-hume-facebook-lucy-mchugh/

295 ‘Lucy McHugh: Stephen Nicholson guilty of murder and rape’, BBC News, 18 July 2019, https://www.bbc.com/news/uk-england-hampshire-48968498

296 Ibid.

297 Ibid.

298 Ibid.

299 Ibid.

300 ‘Cooperation or Resistance?: The Role of Tech Companies in Government Surveillance’, Developments in Law – More Data, More Problems, 131 Harvard Law  
 Review (2018), 1715-1722.

301 Ibid.

302 Ibid.



Well-Being in Cyberspace

62 Justice and International Mission Cluster, 
 Synod of Victoria and Tasmania, Uniting Church in Australia

The 2018 documentary, ‘The Cleaners’, has exposed how technology companies are exploiting people in the 
Philippines to screen social media and remove abusive material, including child sexual abuse material. These 
people reported they are expected to look at up to 25,000 images a day. They alleged they get inadequate 
psychological support for being exposed to images of the worst depravity human beings are capable of. They 
also reported destroying the online evidence of child sexual abuse without referring it to the police. Such 
action could destroy vital evidence that could assist police in rescuing children from on-going abuse.

Content moderators report serious emotional fallout from what they’ve been exposed to through having 
to screen what people post online. The ill effects on them – insomnia, anxiety, depression, recurrent 
nightmares – are very similar to those of people suffering from post-traumatic stress disorder.303 

The Financial Times reported that videos and images of children being sexually abused were being openly 
shared on Facebook’s WhatsApp on a vast scale.304 Israeli researchers warned Whatsapp that it was easy 
to find and join dozens of chat groups where people were sharing images and videos of children being 
sexually abused. In one case, one of these groups had 256 members. 

Particularly problematic in failing to cooperate with law enforcement in removing child sexual abuse 
material online have been image hosts like Imager and TOR, including Depfile. Depfile uses fast fluxing to 
change IP address rapidly to frustrate the efforts of the police. The child sexual abuse site Playpen was 
established on TOR.305 

At the 2019 eSafety conference in Sydney, the Canadian Centre for Child Protection (CCCP) reported that 
when they issue takedown notices for child sexual abuse material some content hosts do not prioritise the 
removal and others dispute removal. The CCCP said that on being issued with a notice to remove child 
sexual abuse material the time taken for content host companies to remove the content was: 

 10% within a day

 25% within two days

 50% within 3.5 days

 The worst 25% within 11.5 days

 The worst 10% more than 25 days.

One content host took 360 days to remove an image of child sexual abuse once it was reported to them. 

Content host corporations often resist removing child sexual abuse images involving children aged 13 to 17.306 
 

“We want to remind industry that these are real children in these photos that they receive notices 
for. We want people to stop thinking of this as a victimless crime and separate child abuse 
imagery from pornography. Pornography is consensual between two adults. Child sexual abuse 
material is never a choice for that child; it is abuse and we never agreed to have it shared The 
continuous trading of our imagery is a constant burden on our lives. We want governments to 
stop protecting the rights of these predators over the rights of the innocent children they are 
destroying. We are demanding that ALL images associated with a child’s abuse be removed 
quickly. Because whether it is a smiling headshot, or a tearful action shot, I can tell you firsthand 
that the smile in the head shot is hiding just as many tears.”307

Survivor of child sexual abuse responding to technology corporations that refuse to remove or delay 
removal of child sexual abuse material from their platforms.

303 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 149.

304 Leila Abboud, Hannah Kuchler and Mehul Srivastava, ‘WhatsApp fails to curb sharing of child sex abuse videos’, The Financial Times, 20 December 2018,  
 https://www.ft.com/content/bff119b8-0424-11e9-99df-6183d3002ee1

305 ‘Child abuse site creator jailed for 30 years’, BBC News, 8 May 2017, http://www.bbc.com/news/technology-39844265

306 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 10.

307 Ibid., 8.
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The Canadian Centre for Child Protection has expressed deep concern that some hosting corporations 
will refuse to remove all images in a series that documents child sexual abuse. Numerous images are often 
created in connection with an abusive series, some of which in isolation would not meet the legal definition 
of child sexual abuse material, but are still part of the continuum of abuse experienced by the child. For 
example, a series may start with an image of a child being clothed and then the images progress to the 
child being sexually abused. The Canadian Centre for Child Protection argues that the clothed image is 
still a memorialisation of the child’s abuse and should be removed.308 Such images are typically used to 
advertise where to find additional images or videos of child sexual abuse.309 

The Canadian Centre for Child Protection also report that some corporations that host content will use 
any signs of physical maturity in images of victims of child sexual abuse as a reason not to remove a child 
sexual abuse image. The refusal to remove the image will be despite the request to remove the image 
coming from an expert on determining that the image is child sexual abuse.310 

The Canadian Centre for Child Protection report that content host corporations will often dispute the 
removal of images of a child with what is likely to be semen on their face. The corporation will argue that 
they are not able to verify the substance is semen.311 

UK Prime Minister David Cameron in 2013 had to publicly threaten internet search engines Google, Yahoo 
and Bing with legislation to compel them to stop supplying search results for child sexual abuse material 
to people using their service using terms that are explicitly used by child sexual abuse perpetrators.312 
Google and Microsoft gave in to the pressure. They introduced software to block 100,000 search terms 
that are clearly used only to find child sexual abuse material online. They also stopped the auto-complete 
feature from prompting users with child sexual abuse search terms even if the person was not looking for 
them. A further 13,000 search terms linked with child sexual abuse flash up warnings to users that the 
content could be illegal, and pointing them towards help. Google and Microsoft cover 95% of users for 
internet searches.313 

Facebook was rightly criticised for how slow it reacted to the promotion of hate speech against the 
Rohingya minority in Myanmar. They were warned about the problem from human rights organisations as 
far back as 2013.314 The hate speech was part of the organising that took place towards the large scale 
massacre of Rohingya people in 2017.

In terms of product design, there is a lack of safeguards for children using the products and a lack of 
corporations enforcing their own policies. For example, Facebook has a policy that no one below the age 
of 13 should have a Facebook page. Setting the minimum age for Facebook and Instagram at 13 years is 
a data-protection requirement by law in the US.315 The US Children’s Online Privacy Protection Act 1998 
required that corporations needed parental consent before collecting information about children under 
the age of 13.316 Under the Act, parents can demand that the social media corporation remove the social 
media site of their child.317 Between 2011 and 2014 a group EU Kids Online conducted a study looking 
at the online activities of children in 22 countries. They found that a quarter of nine and ten-year-olds had 
a Facebook page. Approximately half of 11 and 12-year olds had a Facebook page. Four in ten of these 
children provided a false age when setting up the page.318 According to Consumer Reports, in 2011, there 

308 Canadian Centre for Child Protection, ‘How we are Failing Children: Changing the Paradigm’, https://protectchildren.ca/en/resources-research/child-rights-framework.

309 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 8.

310 Canadian Centre for Child Protection, ‘How we are Failing Children: Changing the Paradigm’, https://protectchildren.ca/en/resources-research/child-rights-framework.

311 Canadian Centre for Child Protection, ‘How we are failing children: Changing the paradigm’, 2019, 24.

312 Tim Ross, ‘Cameron warns Google must act over online child pornography’, The Telegraph, 22 July 2013,  
 https://www.telegraph.co.uk/news/politics/david-cameron/10195293/Cameron-warns-Google-must-act-over-online-child-pornography.html

313 Richard James, ‘David Cameron praises Google and Microsoft after search engine companies agree to block child abuse images’ Metro, 18 November 2013,  
 https://metro.co.uk/2013/11/18/david-cameron-praises-google-and-microsoft-after-search-engine-companies-agree-to-block-child-abuse-images-4190590/
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 work of a blundering toddler’, The Guardian, 17 August 2018, https://www.theguardian.com/technology/2018/aug/16/facebook-myanmar-failure-blundering-toddler

315 Mary Aiken, ‘The Cyber Effect’, John Murray Publishers, London, 2017, 125.
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were 7.5 million children under the age of 13 that had Facebook pages, and we can safely assume the 
number has grown since then.319 

Facebook and Instagram could enforce the age limit policy more effectively, but choose not to. It is 
reasonable to assume that this is because of the cost that would be involved. When a child opens a 
Facebook account, they usually start to post photographs of themselves and their friends, who are 
generally of similar age. They go on to post comments about school, classmates and their activities. A 
scan of Facebook pages would quickly and easily pick up many of the pages opened by children. The lack 
of identity verification also has meant that child sexual abuse perpetrators can set up multiple Facebook 
accounts, pretending to be children themselves. These profiles are then used for activities like grooming 
and sexual extortion, with a vast pool of potential victims to prey on.

The psychologists and educators behind a US study of the online activities of 442 children aged between 
eight and 12-years-old found the ease of access to social media of these children troubling as “Engaging 
in these online social interactions before the necessary cognitive and emotional development that occurs 
throughout middle childhood could lead to negative encounters or poor decision-making.”

Example of terrible outcome for a child accessing social media320 

Sarah Lynn Butler was a 12-year-old voted queen of an autumn festival at her school in 
Williford, Arkansas, in 2009. Her mother said that Sarah was “always laughing and giggling 
and cutting up and playing around” and had “lots of friends”. After she was voted as queen, 
she began receiving hostile comments on her MySpace page. Those posting comments said 
she was a “slut” amongst other hostile comments. When Sarah’s mother saw the comments, 
she asked Sarah to talk about them. Sarah removed her mother from her friends list on 
MySpace so her mother could no longer see the comments.

Not long afterwards, when the family went out to run errands one afternoon, Sarah stayed 
home. Her browsing history revealed that she logged onto her MySpace page with the last 
message posted there saying she was “just a stupid little naïve girl, and nobody would miss 
her.” When the family returned later in the day, they found Sarah dead. She hung herself. Her 
suicide note said that she couldn’t handle what others were saying about her.

For a number of the harms that occur online that impact on children, it is usually thrown back on parents 
that they should have to step in and ensure a safe environment for children using the unsafe products 
provided by the technology corporations. There is software that provides for parental controls and 
restrictions over children’s online activities. This software can be expensive, with monthly fees and 
occasional bugs. The software is often reviewed and rated by consumer and parents groups.321 

Of course, this assumes parents have the time, money, patience and ability to seek the best options and 
install them. Even when parental controls are installed, they can create a false sense of security, lulling naïve 
parents into a lack of further vigilance.322 An online search of “ways to bypass parental controls” will turn up 
over a million results online.

The roll-out of new handheld products makes it increasing unrealistic for parents to be expected to watch 
over the shoulder of their children to keep them safe. Further, as children get older, such attempts to control 
and limit their online access often results in increased conflict between parents and their children. The 
conflict is a result of the products not being designed to be safe. Further, children mostly react to greater 
policing by their parents by becoming more secretive about their online activities.323 

319 Ibid., 125.

320 Ibid., 127.

321 Ibid., 138.

322 Ibid., 138.

323 Ibid., 149.
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Many parents simply give up. According to studies, they are overwhelmed by technology and feel they 
can’t keep up with accelerating online advancements. Meanwhile, children take advantage of their parent’s 
limited focus, lack of tech awareness and lack of time.324 

Mary Aiken makes the case that protecting children online should not be thrown back on parents alone:325 

In the age of ubiquitous technology – mobile phones, tablets, and public Wi-Fi – surely 
monitoring youth behaviour online is almost impossible for parents, grandparents, teachers or 
caretakers. The point at which technology companies design an app that allows children to take 
risky images that are transmitted and viewed and then disappear, is the point at which a child’s 
covert behaviour is arguably being enabled by technology.

Burdening parents with all the responsibilities of cyber-regulations is asking them to raise their 
families in a lawless environment, a cyber frontier where they must become their own 24/7 sheriff 
or marshal. Age-inappropriate content is everywhere online, and any tech-savvy child knows how 
to access it….

In the real world, we don’t expect parents to throw themselves across the doors of all bars and pubs 
to prevent their children from buying alcohol or expect them to guard cigarette vending machines to 
keep them from smoking tobacco. In the real world, kids are kept from buying tickets to movies with 
sexual and violent content. Printed pornography is kept in special areas of convenience stores.

324 Ibid., 139.

325 Ibid., 161.
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13. The Role of Online Secrecy in assisting Human  
  Rights Defenders and Persecuted Groups
The Internet has now come of age and achieved its envisaged potential of allowing communication across 
large populations and distances. Civil society has been enlarged locally and globally through online tools. 
High profile Greta Thunberg began her activism around climate change by contacting other students 
through social media to organise school strikes which led her to later addressing world leaders.326 

The ability to have an anonymous identity online can assist people engaged in the investigation of 
human rights abuses and those reporting human rights abuses to evade detection by security forces of 
governments involved in human rights abuses. It can also assist people to organise protests and actions 
against oppressive regimes without being detected during the organising phase.

Human rights defenders and others greatly benefit from online communication for networking, meeting with 
others locally, regionally and internationally. It enables the development of partnerships across distances 
and a “sense of belonging and support” by users.327  For example:

 Malala Yousafzai who wrote online about her life in Pakistan under the Taliban in 2009, mainly that 
all girls were unable to continue their schooling. She continues to be a passionate advocate for the 
right to education.

 UN Special Rapporteur Forst reported in 2017 “women and girls launched the powerful #MeToo 
movement, which continues to reverberate globally,”328 and 

 At the local level, Lucha y Siesta, an Italian woman running a women’s shelter for homeless, began 
a crowd-funding campaign online. She was so successful she then purchased the building in which 
her organisation was located.329 

These few examples highlight the significant benefits provided by digital connectivity. Such strengths, 
however, can be used as a weapon.

The Internet also allows for the rapid dissemination of harmful slander and the mobilising of groups with 

326 Melaine McDonagh, ‘Saving the planet one way to get family therapy’ The Age, 27 February 2020, 23.

327 M. Forst, ‘Situation of women human rights defenders’, Report of the Special Rapporteur, United Nations General Assembly Human Rights Council,  
 A/HRC/40/60 2019, 16.

328 Ibid., 2.

329 Front Line Defenders, ‘Front line defenders global analysis 2019’, Dublin, Ireland, 2020, 24.
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hostile intentions to respond swiftly. It is difficult for innocent online participants to counteract this harm 
because the online space is primarily controlled by the technology companies who safeguard all their 
customers’ privacy. Therefore it is challenging to remove false or misleading content targeted at human rights 
defenders.330 The online experiences of human rights activists include many examples of online harassment 
with threats of violence (including sexual attack), baiting, doxxing, and public shaming. Women human rights 
defenders especially have been subjected to ‘deepfake’ videos in which their images and other images have 
been combined to present them in offensive ways. Fake news and ‘trolls’ and hate speech have been used to 
campaign against human rights activists.331 Hackers have gained unauthorised access to individual’s social 
media accounts and stolen their private information or published comment using their names.  

Examples of using the online world to target human rights defenders

In 2018 Rana Ayybu, an Indian investigative journalist who “was subjected to an online hate 
campaign and death threats when she was misquoted on Twitter. She was threatened with 
sexual violence on social media and subjected to misogynistic vitriol and hate speech for 
being a Muslim woman. A deepfake pornographic video manipulated to include her face was 
circulated. She was doxed and bombarded with sexual messages. Her reports to the police 
were not taken seriously, and the perpetrators have yet to be brought to justice.”332 

In August 2019, Mobolatiana Raveloarimsa from Madagascar received sexualised threats 
on Twitter and was called a ‘slut’ following an open letter she published in advance of the 
Pope’s visit. The letter highlighted issues facing average citizens of Madagascar, especially 
extreme poverty and lack of good governance.333 

 
All states are obliged through the UN human rights treaties to protect their citizens’ right to privacy and free 
speech. Yet many governments have actively undermined open online communication of their citizens. The 
Internet has been shut down by governments at times:

 The Indian Government restricted access or blocked some communication tools such as social 
media and instant messaging in Kashmir when they amended the Indian constitution in 2019.334 

 In June 2019, the Myanmar government suspended mobile Internet in large part of Rakhine state. 
Rakhine state is home to the ethnic Rohingya community targeted for human rights abuses by the 
Myanmar military. 

 In Indonesia, the government limited internet access or implemented a complete shutdown of 
mobile Internet in May 2019 in Jakarta as a response to post-election protests. 

 A similar shutdown was imposed in the provinces of Papua and West Papua in August after mass 
protests led to scores of arrests and alleged killings by the security forces.335 

Some states have misused counter-terrorism provisions and cyber-crime laws in prosecuting human rights 
defenders and others.336 In Iran, human rights defenders were convicted and sentenced to lashes and 
prison for revealing the use of torture by government forces. 

330 R.A.H. Zeid, ‘The impact of online violence on women human rights defenders and women’s organisations’, Statement by the UN High Commissioner for Human  
 Rights, 38th session of the Human Rights Council, Office of the High Commissioner for Human Rights [OHCHR], Retrieved on 15.1.20 from  
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During the 2014 general election in the former Yugoslav Republic of Macedonia, intelligence authorities 
allegedly obtained direct access to the country’s major telecommunications networks. The access was 
used to intercept the communications of over 20,000 people. The people included politicians, activists, 
government officials and journalists. Many targets were sent a transcript of their phone calls.337 

However, the benefits of online secrecy and anonymous identities to those investigating human rights 
abuses or engaged in human rights activism are limited. As soon as people start to take action in the 
physical world, they can be targeted for human rights abuses. This is certainly the experience of the Synod. 
We continue to see ministers and members of its partner church in the Philippines, the United Church of 
Christ in the Philippines, murdered for their involvement in defence of human rights. Online secrecy can only 
play a limited role in protecting such people.

Oppressive regimes have a range of options open to them to limit the ability of people to access online 
secrecy for the defence of human rights. Therefore, if the Australian Government were to allow greater 
levels of online secrecy that cannot be challenged by law enforcement, it is likely to be of no benefit to 
human rights defenders living under oppressive regimes. At the same time, it will allow for higher levels of 
online child sexual abuse and other severe harms that online secrecy helps to facilitate.

Amnesty International reported that the governments such as those of Pakistan, India and Cuba have either 
banned encryption, restricted the strength of encryption or required individuals to seek authorisation to use 
encryption.338 The government of Turkey requires encryption suppliers to provide copies of encryption keys 
to government regulators before offering their encryption tools to users.339 The Chinese Government passed 
a Counter-Terrorism Law in December 2015. The law requires telecommunications companies to “provide 
technical support and assistance to government investigators by, among other things, providing access to 
technical interfaces and decryption keys to law enforcement authorities and national security authorities to 
support terrorism prevention and investigation activities.”340 Frontline Defenders reported that human rights 
defenders had been compelled to provide their passwords and passcodes to their devices or had their 
electronic devices confiscated.341 

Governments and business also purchase sophisticated spyware. For example, from the Israeli NSO 
Group or the German Company FinFisher, that can be installed on phones or other devices to monitor 
people’s activities.342 

337 UN Human Rights Council, ‘Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression’, A/HRC/35/22, 30 
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14. Human Rights Treaties relevant to regulating  
  the Online World
UN bodies are divided on where the balance lies between the need for governments to protect people from 
online human rights abuses and the need for governments to protect online privacy.

UN bodies that argue governments must effectively protect children from sexual abuse are the UN Office on 
Drugs and Crimes (UNODC), UNICEF and UNESCO.

The UNODC has argued that “several international legal instruments require States Parties [governments] 
to take measures to protect children from abuse and exploitation, as well as to engage in international 
cooperation in the investigation and prosecution of child abuse and exploitation.”343 

They point out that governments that are parties to the UN Convention on the Rights of the Child have 
obligations outlined below:

 Article 19

 1.  States Parties shall take all appropriate legislative, administrative, social and educational  
  measures to protect the child from all forms of physical or mental violence, injury or abuse,  
  neglect or negligent treatment, maltreatment or exploitation, including sexual abuse, while in  
  the care of parent(s), legal guardian(s) or any other person who has the care of the child.

 2.  Such protective measures should, as appropriate, include effective procedures for the  
  establishment of social programmes to provide necessary support for the child and for  
  those who have the care of the child, as well as for other forms of prevention and for  
  identification, reporting, referral, investigation, treatment and follow-up of instances of child  
  maltreatment described heretofore, and, as appropriate, for judicial involvement.

Article 34 
States Parties undertake to protect the child from all forms of sexual exploitation and sexual abuse. 
For these purposes, States Parties shall in particular take all appropriate national, bilateral and 
multilateral measures to prevent:

   (a)  The inducement or coercion of a child to engage in any unlawful sexual activity;

   (b)  The exploitative use of children in prostitution or other unlawful sexual practices;

   (c)  The exploitative use of children in pornographic performances and materials.

Article 35 
States Parties shall take all appropriate national, bilateral and multilateral measures to prevent the 
abduction of, the sale of or traffic in children for any purpose or in any form.

Article 36 
States Parties shall protect the child against all other forms of exploitation prejudicial to any  
aspects of the child’s welfare.

The Optional Protocol to the Convention on the Rights of the Child on the sale of children, child prostitution 
and child pornography requires governments to:

343 UN Office on Drugs and Crime, ‘Study on the Effects of New Information Technologies on the Abuse and Exploitation of Children’, 2015, 36.
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Article 1 
States Parties shall prohibit the sale of children, child prostitution and child pornography as  
provided for by the present Protocol.

Article 9 
1. States Parties shall adopt or strengthen, implement and disseminate laws, administrative  
  measures, social policies and programmes to prevent the offences referred to in the present  
  Protocol. Particular attention shall be given to protect children who are especially vulnerable  
  to such practices.

Article 10

1.  States Parties shall take all necessary steps to strengthen international cooperation  
  by multilateral, regional and bilateral arrangements for the prevention, detection,  
  investigation, prosecution and punishment of those responsible for acts involving the  
  sale of children, child prostitution, child pornography and child sex tourism. States Parties  
  shall also promote international cooperation and coordination between their authorities,  
  national and international non-governmental organisations and international organisations.

The UNODC has also argued that the UN Convention against Transnational Organised Crime requires 
governments to implement measures to prevent, investigate and prosecute any “serious crime” as 
defined in Article 2(b) of the Convention.344 The UNODC states that “serious crime” includes the online 
abuse or exploitation of children, if and when the minimum punishment for the specific national crime in 
question amounts to four years imprisonment or more.345 They have argued that the Convention requires 
governments to act on crimes that involve an organised criminal group benefiting from “sexual gratification, 
such as the receipt or trade of materials by members of child grooming rings, the trading of children by 
preferential child sex offender rings or cost-sharing among ring members.”346 

The UNODC has argued that there is a need to balance treaty-based human rights. They state that in 2011 
the UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression 
identified four forms of expression that are required to be prohibited by government actions under international 
law: child sexual abuse; direct and public incitement to commit genocide; advocacy of national, racial or 
religious hatred that constitutes incitement to discrimination, hostility or violence; and incitement to terrorism.347  

They have taken the view that:348 

Whereas the human rights position on the prohibition of child sexual abuse material is clear, 
restrictions on some other forms of content and acts discussed in this study, such as “sexting”, 
or locating publicly available information on an individual, is significantly less clear from a human 
rights perspective. As governments seek to develop effective responses to the whole range of 
forms of ICT-facilitated abuse and exploitation, it is important that they do so in full conformity 
with international human rights standards – both as they relate to victims and perpetrators.

The UN Commission on Crime Prevention and Criminal Justice passed a resolution on 24 May 2019 that 
called for governments to “grant law enforcement agencies appropriate powers and to provide tools to 
identify perpetrators and victims and effectively combat child sexual exploitation and sexual abuse.”349  
The resolution also called on Governments:

“…to take legislative or other measures in accordance with domestic law to facilitate the 
detection by internet service and access providers or other relevant entities, of child sexual 
exploitation and sexual abuse materials, and to ensure in compliance with domestic law the 
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349 UN Economic and Social Council, Commission on Crime Prevention and Criminal Justice, ‘Countering child sexual exploitation and sexual abuse online’,  
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reporting of such materials to the relevant authorities and their removal by internet services and 
access providers or other relevant entities, including in conjunction with law enforcement;

…to keep an appropriate balance between the development and implementation of privacy 
protection policies and efforts to identify and report online child sexual abuse materials or online 
child exploitation offences.”

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression places emphasis on the obligation of governments to uphold Article 19 of the UN Convention on 
Civil and Political Rights350, which states:

 Article 19

 1. Everyone shall have the right to hold opinions without interference.

 2. Everyone shall have the right to freedom of expression; this right shall include freedom to  
  seek, receive and impart information and ideas of all kinds, regardless of frontiers, either  
  orally, in writing or in print, in the form of art, or through any other media of his choice.

 3. The exercise of the rights provided for in paragraph 2 of this article carries with it special  
  duties and responsibilities. It may, therefore, be subject to certain restrictions, but these  
  shall only be such as are provided by law and are necessary:

 (a) For respect of the rights or reputations of others;

 (b) For the protection of national security or of public order (ordre public), or of public health  
  or morals. 

He points out that the UN Human Rights Committee has emphasised that these freedoms are 
“indispensable conditions for the full development of the person … [and] constitute the foundation stone for 
every free and democratic society.”351 

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression has argued that restrictions on the freedom of expression must be exceptional, subject to 
narrow conditions and strict oversight.352 He states that the UN Human Rights Committee has underlined 
that restrictions, even when warranted, “may not put in jeopardy the right itself.”353 He has argued that the 
burden falls on the authority restricting speech to justify the restriction, not on the speakers to demonstrate 
that they have the right to such speech.354 

The UN Special Rapporteur has argued that technology corporations “should only be compelled to release 
user data when ordered by judicial authorities certifying necessity and proportionality to achieve a legitimate 
objective.”355 He has argued that “The mandatory retention of large amounts of user data runs contrary to 
established due process standards, such as the need for individualised suspicion or wrongdoing.”356 

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and 
expression has raised concerns regarding the use of the term “hate speech”. He has stated:357 

Its vagueness and the lack of consensus around its meaning can be abused to enable infringements on a 
wide range of lawful expression. Many Governments use “hate speech”, similar to the way in which they 
use “fake news”, to attack political enemies, non-believers, dissenters and critics. 

He has argued that governments must provide legal protection to people who advocate offensive 
interpretations of religious tenets. He has also argued that governments need to provide legal protection for 

350 UN Secretary-General, ‘Promotion and protection of the right to freedom of opinion and expression’, A/74/486, 9 October 2019, 5.

351 Ibid., 5.

352 Ibid., 5.

353 Ibid., 5.

354 Ibid., 5.
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people who share materials expressing hatred against people based on their race, religious beliefs, gender, 
disability, sexual orientation, and migrant or refugee status to raise awareness of the issue.358 He argued 
that Holocaust denial and denial of other atrocities should not be criminalised and other restrictions on 
Holocaust denial should be subject to limitations by governments.359 He has suggested non-legal responses 
to address Holocaust denial.

He has pointed out that in 2013 a high-level group of human rights experts, convened under the auspices 
of the UN High Commissioner for Human Rights considered under what circumstances governments 
were required to restrict advocacy of racial or religious hatred the constitutes incitement to discrimination, 
hostility or violence as required by the International Covenant on Civil and Political Rights and the 
International Convention on the Elimination of All Forms of Racial Discrimination. He reported that the 
human rights experts concluded that governments should not criminalise the actions of a person who is 
negligent or reckless in advocacy of racial or religious hatred that constitutes incitement to discrimination, 
hostility or violence.360 

The UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression 
has expressed his view that technology corporations should be treated differently to other publishing 
companies. Normal media and publishing companies are required by law to ensure they do not publish 
anything in violation of the law, including on their online platforms. The UN Special Rapporteur has argued that 
technology corporations should not be required to comply with the same standard. He has argued requiring 
this of technology corporations constitutes “pre-publication censorship”.361 At the same time, it has been a 
long-established principle that media corporations are held accountable for what they publish.

358 Ibid., 6.

359 Ibid., 10.

360 Ibid., 8.

361 Ibid., 14-15.
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15.	 What	makes	for	effective	Law	Enforcement	Online	
The sheer scale of the harms occurring online make traditional police techniques of investigating individual 
cases ineffective. So few people engaged in serious criminal activity are caught and successfully 
prosecuted that anyone wanting to use the online world for serious criminal activity can count of having 
a minimal chance of ever being caught. Globally, police have reported that they are unable to adequately 
handle the volumes of cases of online child sexual abuse they know of.362 Effective policing online requires 
tools that allow for mass detection of serious criminal behaviour. Effective policing of the online world also 
requires disruption tools and techniques, things designed to make it harder to carry out criminal activity or 
reduce its profitability. These tools provide greater deterrence for people who would otherwise succumb to 
the temptation to engage in criminal activity online. 

An example of a mass detection tool is Project Arachnid. Project Arachnid is a technological tool designed 
to reduce the availability of child sexual abuse images online.363 Project Arachnid detects child sexual abuse 
material online by ‘crawling’ URLs across the global web known to have previously hosted child sexual 
abuse material. It makes the determination by comparing the media displayed on the URL to a database of 
known signatures that have been assessed by analysts as child sexual abuse material. If child sexual abuse 
material is detected, a notice is sent to the hosting provider asking for its removal. 

Every month, Project Arachnid detects more than 500,000 unique images of suspected child sexual abuse 
material requiring analyst assessment. As of June 2019, those organisations running Project Arachnid have 
sent more than 3.6 million notices for removal of child sexual abuse material to online providers.364 

The UN Office on Drugs and Crime has recommended that governments need to draft their laws to prevent 
serious online harm as being flexible and “technology-neutral” to keep up with technological innovation 
without needing constant reform.365 They have also stated that laws and international cooperation 
mechanisms must also address the need for timely access to information across national boundaries.366 

Requirements that increase the workload for law enforcement agencies to reduce the number of cases 
of serious criminal activity that can be investigated and prevented. Thus, increasing requirements on law 
enforcement come at the cost of an increased number of victims of serious criminal activity, including a 
greater number of children raped, tortured and abused. For example, in Canada, police are now required 
to obtain a judicial authorisation signed by a judge to have an Internet Service Provider tell the police 
the identity of people using their service. The requirement has significantly reduced the number of cases 
of online child sexual abuse that Canadian police can investigate.367 In Australia, police can obtain such 
information with a simple request. They only need a court-issued warrant if they wish to access the content 
of what a person is communicating or accessing. 

The increasing use of encryption is limiting the ability of police to investigate online child sexual abuse.368 

Effective law enforcement online also requires that law enforcement agencies have access to tools and data 
that allow them to identify others involved in a network of criminal activity when they find an individual in the 

362 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 11.

363 Canadian Centre for Child Protection, ‘Australia’s hotline joins global project combating online child abuse’, Media release, 5 June 2019.

364 Ibid.

365 UN Office on Drugs and Crime, ‘Study on the Effects of New Information Technologies on the Abuse and Exploitation of Children’, 2015, 55.

366 Ibid., 55-56.

367 Virtual Global Taskforce, ‘Online Child Sexual Exploitation: Environmental Scan. Unclassified Version 2019’, 2019, 5.

368 Ibid., 6.
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network.369 Access to the data that shows interactions between people also allows police to identify those 
facilitating severe criminal activities, such as lawyers, accountants, and businesses providing encrypted 
communication.370 Such data can also help police locate victims371, to rescue them from further harm.

Opponents of effective police powers to address online child sexual abuse and other serious harms often 
claim technical expertise to bolster their opposition. However, such claims need to be tested against 
research and actual real-world experience. For example, many of these Australian opponents to online 
regulation made claims that have proven to be untrue about the consequences of Internet Service Providers 
(ISPs) being required to disrupt ready access to online child abuse material. Under the previous Labor 
Government, many of these individuals and groups claimed that requiring ISPs to disrupt ready access to 
child abuse material would have disastrous impacts on the Internet and the speed of the Internet would 
be greatly impacted.372 The vast majority of Australian internet traffic is now disrupted from accessing 
child abuse material on the Interpol ‘worst of the worst’ list of sites displaying child sexual abuse material. 
This was achieved by the Australian Federal Police having issued notices to ISPs under section 313 of the 
Telecommunications Act. None of the claimed negative impacts on the Internet in Australia as a result of 
this access disruption were true. 

369 Australian Criminal Intelligence Commission, ‘Submission to the Parliamentary Joint Committee on Intelligence and Security Review of Mandatory Data Retention’,  
 July 2019, 3.

370 Ibid., 3.

371 Ibid., 4.

372 See for example https://www.efa.org.au/2013/09/06/opt-out-opt-in-the-internet-filter-hokey-pokey/;  K Dearne, ‘Critics slam Canberra net block plan’, The Australian,  
 25 September 2007, 31; https://www.dynamicbusiness.com.au/news/iinet-senator-conroy-liar-filter-1611.html/comment-page-1?page-video419048=6
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16. Do Australian Law Enforcement Agencies misuse  
  the powers granted to them? 
Largely Australian law enforcement agencies use of powers to investigate crimes in the online world are 
subject to oversight by the Commonwealth Ombudsman.

Concerning Australian law enforcement agencies accessing the metadata of Australians while investigating 
crimes, the Commonwealth Ombudsman has stated:373 

We have identified a number of issues affecting agency compliance and shortcomings within 
the legislation, which are detailed in the submission. However, we consider that agencies are 
generally committed to using the scheme in a manner that complies with statutory requirements 
and is consistent with the ‘spirit’ of the legislation. Agencies are receptive to our findings and 
suggestions for improvement and have continued to engage with our Office to clarify and 
disclose issues affecting their compliance with the scheme.

The 2018 assessment of the Commonwealth Ombudsman on law enforcement agencies accessing data 
was that:374 

As a result of our 2016-17 inspections, we formed the view that agencies were generally exercising their 
powers to access stored communications and telecommunications data appropriately. Agencies had 
frameworks in place to ensure appropriate access to intrusive powers, and these frameworks appeared 
to be working as intended. Agencies also demonstrated a commitment to compliance and responded 
appropriately to compliance issues.

The Commonwealth Ombudsman did report non-compliance in a relatively small number of cases in 
relation to:375 

 Two cases relating to journalist information warrants;

 12 breaches of required considerations;

 Four instances of telecommunication data accessed without proper authority;

 39 cases of telecommunications data being outside the parameters of the authority;

 Two instances of the authorisation not being in writing;

 12 cases of non-compliance with written records indicating notification of an authorisation;

 11 instances of non-compliance with record-keeping requirements; and

 Seven cases of transposing errors.

The most significant number of non-compliance cases was generated by the Australian Federal Police 
(AFP) as a result of all authorisations of access to telecommunications data between 13 and 26 October 
2015 made by ACT Policing were made by an officer not authorised under s 5AB(1A) of the Act. This 
issue resulted in 116 non-compliant authorisations during the period. This also meant there was a large 
number of non-compliant authorisations dating back to March 2015. The AFP advised the Commonwealth 
Ombudsman that the non-compliance occurred due to the Commissioner’s written authorisation under 

373 Commonwealth Ombudsman, ‘Submission by the Commonwealth Ombudsman. Review of the mandatory data retention scheme’, July 2019, 3.

374 Commonwealth Ombudsman, ’A report on the Commonwealth Ombudsman’s monitoring of agency access to stored communications and telecommunication data  
 under Chapters 3 and 4 of the Telecommunications (Interception and Access) Act 1979 for the period 1 July 2016 to 30 June 2017’, November 2018, 1.

375 Ibid., 7.
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s 5AB(1A) failing to authorise any officers within ACT policing. The AFP advised this omission on the 
written authorisation was due to an administrative oversight. Upon identifying the error, the AFP updated 
the Commissioner’s written authorisation on 26 October 2015 to appoint the relevant position within ACT 
Policing as an authorised officer.376 

None of the cases of non-compliance cases by law enforcement agencies reported by the Commonwealth 
Ombudsman resulted in serious harm to people.

The Victorian Independent Broad-based Anti-corruption Commission (IBAC) reported in 2020 that it was 
conducting an investigation concerning a Detective Senior Constable who allegedly breached the police 
database unlawfully on behalf of a friend.377 Additionally, IBAC noted in their report Unauthorised access and 
disclosure of information held by the Victorian public sector. An analysis of corruption risks and prevention 
opportunities, 2020 that Victoria police “makes a high number of mandatory notifications to IBAC regarding 
information misuse”, but these were not publically available.

Similarly, the Ombudsman of Western Australia reported in 2019 that there had been seven complaints of 
police infringing personal information, but no details were provided.378 

376 Ibid., 10.

377 Independent Broad-based Anti-corruption Commission, ‘Unauthorised access and disclosure of information held by Victoria Police’, 2020, Section 3.1.4 para. 4  
 https://www.ibac.vic.gov.au/publications-and-resources/HTML/unauthorised-access-and-disclosure-of-information-held-by-victoria-police#C4

378 Ombudsman Western Australia, ‘Annual report 2018-19’, 2019, 37.  
 http://www.ombudsman.wa.gov.au/Publications/AR1819/Ombudsman-WA-Annual-Report-2018-19.pdf.
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